
1 
 

 

https://assemhijazi.me/


2 
 

Author’s Introduction 
A Practical Approach to Website Security 

Website security is one of the most important responsibilities in today's digital world. 
Businesses and individuals increasingly depend on websites to deliver services, manage 
information, communicate with customers, and conduct financial transactions. As this 
dependence grows, so does the importance of protecting websites against cybersecurity 
threats. 

A common assumption is that choosing a reputable hosting provider is enough to ensure 
website security. Hosting companies such as AWS, Microsoft Azure, Vercel, GoDaddy, and 
others provide important security capabilities, which may include infrastructure 
protection, network security, encryption, firewalls, and DDoS mitigation. 

However, secure hosting does not automatically mean a secure website. 

The hosting provider is responsible for certain aspects of security, depending on the 
services and subscription selected. At the same time, the website owner and development 
team remain responsible for protecting the application itself, including authentication, 
user permissions, APIs, sensitive information, business processes, and external 
integrations. 

This shared responsibility is the starting point of this book. 

My purpose in writing A Practical Guide to Website Security is to provide a clear, structured, 
and practical methodology that website owners, developers, IT professionals, and 
business decision-makers can follow to evaluate and improve the security of their 
websites. 

The book is built around two complementary security assessment strategies. 

The first strategy is Scenario-Based Security Assessment. 
This approach begins by identifying realistic cybersecurity scenarios that could affect a 
website. Examples include unauthorized account access, administrative compromise, 
information exposure, payment manipulation, service disruption, and other common 
threats. 

The scenarios presented in this book are based on widely recognized website security risks 
and practical assessment approaches. They are intended to provide a useful starting point, 
not an exhaustive list. 
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Every website is different. Its architecture, business purpose, technologies, hosting 
environment, and available functions will determine which scenarios are most relevant. A 
small informational website will not necessarily face the same risks as a large e-commerce 
platform, customer portal, or digital marketplace. 

Therefore, website owners should adapt and expand the scenarios according to their own 
requirements. 

The second strategy is Application Penetration Testing. 
This approach focuses on evaluating technical security controls and identifying potential 
vulnerabilities using recognized methodologies, specialized security tools, and manual 
testing. 

The book introduces commonly used tools and explains how they can support security 
assessment. However, no single tool can identify every vulnerability, and automated results 
should be reviewed and validated rather than accepted without verification. 

Together, these two strategies help answer two essential questions: 

What could go wrong with our website, and what would be the business impact? 

What technical weaknesses exist, and how can we identify, correct, and verify them? 

Website Replication: A Central Principle 
One of the most important recommendations in this book is to replicate the website and 
conduct security testing in a separate, controlled environment whenever practical. 

Testing directly on a live website can create unnecessary risks, especially when the website 
supports real customers, sensitive information, or financial transactions. 

By preparing an isolated copy of the application, using synthetic data, dedicated test 
accounts, and sandbox integrations, security teams can perform more extensive testing 
while reducing the risk of disrupting production operations. 

The replicated environment should preserve the important security-related behavior of the 
original application, while avoiding connections to live customer data and production 
services. 

Of course, replication can become expensive and technically challenging for large websites 
containing extensive information, numerous integrations, and complex infrastructure. 

In such cases, it may not be necessary to reproduce every page or every record. A carefully 
selected, representative portion of the application may be sufficient for certain security 
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assessments, provided that critical functions, user roles, interfaces, and security controls 
are included. 

This approach must be planned carefully, because any components excluded from testing 
will remain outside the verified assessment coverage. Production-specific hosting 
protections must also be reviewed separately. 

Security Testing Must Be Continuous 
Another important message of this book is that website security testing should never be 
treated as a one-time activity. 

A website may be tested today and appear adequately protected, but new vulnerabilities 
can emerge when application features change, software dependencies are updated, 
integrations are introduced, or new attack techniques become available. 

For this reason, I recommend establishing a regular security assessment cycle. 

Depending on the website's risk level and operational requirements, an organization may 
conduct a broader assessment every two or three months, supported by additional testing 
after significant application changes or important security advisories. 

Each assessment cycle can involve reviewing cybersecurity scenarios, preparing or 
refreshing the isolated testing environment, performing appropriate technical tests, 
implementing improvements, and verifying the results. 

The objective is to make cybersecurity assessment a repeatable process of continuous 
improvement, rather than a single project that ends with a report. 

Why This Is the First Edition 
This book represents the First Edition of a broader approach to practical website 
cybersecurity assessment. 

The field of cybersecurity is changing rapidly, particularly with the growing influence of 
artificial intelligence. 

AI is creating new opportunities for security analysis, automation, vulnerability detection, 
and risk assessment. At the same time, AI-enabled applications and increasingly 
sophisticated attack techniques introduce additional security considerations. 

I recognize that the future of website security assessment will require more advanced 
approaches than those covered in this edition. 
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For this reason, the First Edition focuses on establishing a strong foundation: 
understanding hosting responsibilities, identifying relevant attack scenarios, conducting 
structured penetration testing, creating safe testing environments, and implementing 
continuous security improvement. 

Future editions will explore the role of artificial intelligence in greater 
depth. 
Potential areas include AI-assisted scenario identification, intelligent selection of 
application components for testing, automated analysis of security findings, and more 
efficient approaches to replicating and assessing large websites. 

For example, AI may help identify which application modules, folders, APIs, and business 
workflows should be included in a representative testing environment when full replication 
is impractical. 

These capabilities will require careful evaluation to ensure that automated selections do 
not overlook important security risks. 

The aim of future editions will be to build on the methodology presented here while 
incorporating emerging technologies and more advanced assessment practices. 

A Final Message to Readers 
Website security is not solely the responsibility of the hosting company, the developer, or 
the cybersecurity specialist. 

It is a shared responsibility that requires awareness, planning, technical validation, and 
ongoing attention. 

My intention is not to suggest that every website owner must become a penetration testing 
expert. Rather, I want to provide a practical framework that helps readers understand what 
should be assessed, which questions should be asked, what protections should be 
verified, and how security improvements can be managed. 

Whether you operate a small business website, a corporate portal, an e-commerce 
platform, or a complex digital application, I hope this book provides a useful starting point 
for strengthening your security practices. 

A trustworthy website is not simply one that has been securely hosted. It is one whose 
risks are understood, whose security controls are regularly tested, and whose 
weaknesses are continuously addressed. 
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That is the central message of this First Edition. 

Assem Hijazi 
Author 
First Edition — A Practical Guide to Website Security 
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Introduction 
Websites have become an essential part of modern business, supporting communication, 
customer services, online transactions, information sharing, and daily operations. From a 
small business website to a large e-commerce platform, every website depends on 
technology, hosting services, applications, databases, and external integrations to operate 
effectively. 

However, as websites become more connected and sophisticated, they also face 
increasing cybersecurity risks. Unauthorized access, data breaches, account compromise, 
payment manipulation, malicious attacks, and service disruption can affect not only the 
website itself but also its customers, business operations, financial stability, and 
reputation. 

One common misunderstanding is that a website is secure simply because it is hosted by a 
well-known provider. Hosting companies such as GoDaddy, Vercel, Microsoft Azure, 
Amazon Web Services (AWS), and Google Cloud offer different security capabilities 
depending on their hosting models, services, and subscription plans. While these 
providers may protect important parts of the hosting infrastructure, website owners remain 
responsible for many aspects of their applications, user accounts, data, integrations, and 
business processes. 

Understanding this separation of responsibilities is one of the first steps toward effective 
website security. 

Another challenge is knowing how to evaluate website security. Many website owners are 
unfamiliar with penetration testing, security assessment tools, cybersecurity 
methodologies, or the technical requirements for conducting security tests safely. They 
may also be uncertain about which security activities can be performed independently, 
which require professional expertise, and how to avoid disrupting a live website during 
testing. 

This book introduces a practical, structured approach to website security assessment 
built around two complementary strategies. 

Strategy 1 – Scenario-Based Security Assessment 
This strategy examines realistic cybersecurity threats and their potential impact on a 
website and its business operations. It evaluates existing security protections, including 
those provided by the hosting provider, identifies gaps, and recommends improvements 
based on risk and business priorities. 



17 
 

Strategy 2 – Application Penetration Testing 
This strategy focuses on identifying and validating technical security vulnerabilities through 
controlled testing. It introduces commonly used security assessment tools, explains their 
purposes and limitations, and provides guidance on evaluating website applications, 
authentication mechanisms, APIs, user permissions, databases, and integrations. 

Together, these strategies provide a broader understanding of website security by 
combining business-oriented risk assessment with technical security validation. 

The book also explains how to prepare a safe testing environment, conduct security 
assessments without unnecessary disruption to production services, document 
vulnerabilities, implement corrective measures, and verify that improvements are effective. 

The objective is not to turn every website owner into a cybersecurity specialist. Instead, it is 
to provide website owners, IT managers, developers, business decision-makers, and other 
interested readers with the knowledge and practical guidance needed to understand 
website security, ask the right questions, organize security assessments, and make 
informed decisions. 

The guidance is designed to be applicable across different website technologies, hosting 
providers, and business environments. However, security testing must always be 
performed with appropriate authorization, within an agreed scope, and in accordance with 
applicable hosting policies and legal requirements. 

Ultimately, website security is not a one-time technical exercise. It is an ongoing 
responsibility that requires understanding risks, evaluating protections, testing 
vulnerabilities, implementing improvements, and regularly reviewing security as 
technology and business requirements evolve. 

This book provides a practical starting point for establishing that process. 
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Executive Summary 
Website cybersecurity is an essential responsibility for organizations and individuals 
operating online services. Regardless of whether a website is hosted on a traditional 
hosting platform, a managed application service, or an enterprise cloud environment, its 
security depends on a combination of hosting protections, application security, proper 
configuration, and continuous monitoring. 

This book introduces a practical and structured framework for assessing website security, 
identifying potential vulnerabilities, and implementing improvements. The framework is 
designed to be applicable to websites of different sizes, technologies, and hosting 
environments. 

The proposed approach is based on three fundamental elements: understanding hosting 
security responsibilities, evaluating cybersecurity risks through realistic scenarios, and 
validating technical vulnerabilities through controlled penetration testing. 

1. Understanding Hosting Security Responsibilities 
Hosting providers offer different levels of infrastructure and security protection depending 
on their services and subscription plans. These may include network protection, firewalls, 
DDoS mitigation, encryption, monitoring, backups, and other security capabilities. 

However, not every security feature is included in every hosting plan, and the responsibility 
for protecting the website application frequently remains with the website owner. 

The framework therefore begins by helping readers identify the security capabilities 
provided by their hosting provider, understand the shared responsibility model, and 
determine which additional security measures may be required. 

2. The Two Cybersecurity Assessment Strategies 
The framework introduces two complementary strategies. 

Strategy Primary Focus Expected Outcome 

Strategy 1 – 
Scenario-Based 
Security 
Assessment 

Evaluate potential cyberattack 
scenarios, business impact, 
existing protections, and 
security gaps. 

A prioritized understanding of 
cybersecurity risks and 
recommended improvements. 
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Strategy 2 – 
Application 
Penetration Testing 

Identify and validate technical 
vulnerabilities through 
authorized security testing and 
specialized tools. 

Documented technical findings, 
remediation recommendations, 
and verification results. 

 

The first strategy helps organizations understand what could go wrong and how prepared 
they are to respond. The second strategy provides technical evidence of weaknesses that 
may exist within their websites and applications. 

Combining both approaches creates a more comprehensive assessment than 
relying on automated vulnerability scanning alone. 

 

3. Security Testing Tools and Methodologies 
The book introduces commonly used security assessment tools, including OWASP ZAP, 
Burp Suite, Postman, Nuclei, and software dependency scanning tools. 

It explains the primary purpose of each tool, the types of security weaknesses it can help 
identify, and the importance of combining automated assessments with manual security 
testing. 

Although many tools can be used across different hosting environments, their 
effectiveness depends on the website architecture, available access, testing scope, and 
the expertise of the person conducting the assessment. 

 

4. Safe Testing and Implementation 
A central recommendation of this framework is to perform potentially disruptive security 
assessments within an isolated testing environment whenever practical. 

This environment may contain a controlled copy of the website, a separate test database, 
dedicated user accounts, and sandbox configurations for external services. 

The recommended implementation process follows seven stages: 

Stage Activity 

1 Prepare and validate the testing environment. 
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2 Conduct the scenario-based security assessment. 

3 Perform authorized application penetration testing. 

4 Analyze findings and prioritize vulnerabilities. 

5 Implement security improvements and retest. 

6 Deploy approved improvements to production. 

7 Verify production security configurations and continue monitoring. 

Testing in an isolated environment reduces operational risks, although production-specific 
security controls and hosting configurations may still require separate, authorized 
verification. 

 

5. Practical Guidance for Website Owners 
The book provides practical guidance to help readers: 

• Understand common website cybersecurity threats and vulnerabilities. 

• Identify the security responsibilities of hosting providers and website owners. 

• Evaluate hosting security features and subscription plans. 

• Conduct structured scenario-based risk assessments. 

• Understand penetration testing methodologies and commonly used tools. 

• Establish safe and controlled security-testing environments. 

• Document vulnerabilities and prioritize corrective actions. 

• Verify security improvements and establish ongoing security reviews. 

The framework is intended to support informed security decisions, not to replace 
professional penetration testing where specialist expertise is required. 

 

6. Expected Outcomes 
By following the guidance presented in this book, readers should be better equipped to 
understand their website's security exposure, evaluate existing protections, identify 
potential weaknesses, and establish a structured improvement process. 
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The framework also encourages clearer communication between website owners, 
developers, hosting providers, IT teams, and cybersecurity specialists by defining 
responsibilities, assessment activities, and expected deliverables. 

The ultimate objective is to make website security assessment more understandable, 
accessible, organized, and repeatable—regardless of the website's hosting provider or 
underlying technology. Website security should be treated as a continuous process of 
assessment, validation, improvement, and monitoring rather than a one-time technical 
activity.  
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Chapter 1 – Understanding Website Security 
 

1.1 Introduction 
Website security is one of the most important responsibilities for any individual, business, 
or organization operating online services. Whether a website provides basic company 
information, customer registration, online shopping, financial transactions, or integrated 
business services, it may be exposed to cybersecurity threats. 

Many website owners believe that purchasing hosting services, activating an SSL 
certificate, or using a reputable hosting provider is sufficient to protect their websites. 
Although these measures contribute to security, they do not guarantee that the website 
application, user accounts, databases, and business processes are protected against 
cyberattacks. 

A website consists of multiple interconnected components. Each component may 
introduce different security risks, and the security of the entire website depends on how 
effectively these components are protected. 

Before discussing security assessment methodologies and penetration testing tools, it is 
important to understand what website security means, what needs protection, and how 
cybersecurity incidents can affect business operations. 

1.2 What Is Website Security? 
Website security refers to the combination of technologies, policies, configurations, 
operational practices, and monitoring activities designed to protect websites and their 
supporting systems against unauthorized access, manipulation, information disclosure, 
and service disruption. 

The primary objectives of website security are based on three fundamental principles. 

Security 
Principle 

Description Website Example 

Confidentiality Ensuring information is accessible 
only to authorized users and 
systems. 

Protecting customer personal 
information and account details. 
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Integrity Ensuring information and 
transactions cannot be modified 
without authorization. 

Preventing unauthorized 
changes to product prices or 
payment records. 

Availability Ensuring websites and services 
remain accessible when required. 

Protecting a website against 
service disruption and denial-of-
service attacks. 

These principles are commonly known as the CIA Triad and provide a foundation for 
understanding cybersecurity requirements. 

For example, a website may have strong encryption to protect confidential information but 
still be vulnerable to unauthorized transaction changes or service outages. Effective 
website security must therefore address all three principles. 

1.3 Understanding the Main Components of a Website 
A website is more than the pages visible to its visitors. Behind the user interface, multiple 
technologies and services work together to deliver functionality. 

The following table identifies common website components and their associated security 
considerations. 

Website 
Component 

Primary Function Security Considerations 

Website 
Frontend 

Displays pages and enables 
user interaction. 

Cross-site scripting, unsafe input 
handling and information 
exposure. 

Backend 
Application 

Processes business rules, 
user requests and 
transactions. 

Application vulnerabilities, 
insecure logic and unauthorized 
operations. 

Hosting 
Infrastructure 

Provides the environment 
where website services 
operate. 

Server configuration, network 
security, availability and 
infrastructure access. 

Database Stores website information, 
customer records and 
transactions. 

Unauthorized access, injection 
vulnerabilities, data exposure and 
backup protection. 
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Authentication 
System 

Verifies user identities. Weak passwords, account 
compromise and insecure session 
management. 

User Permissions Determines which functions 
and information each user can 
access. 

Privilege escalation and 
unauthorized access to other 
users' records. 

APIs Connects website 
components, mobile 
applications and external 
services. 

Insecure endpoints, insufficient 
authorization and excessive data 
exposure. 

Payment 
Services 

Supports online payments and 
financial transactions. 

Payment manipulation, 
transaction integrity and 
fraudulent activity. 

File Storage Stores documents, images 
and uploaded content. 

Malicious uploads, unauthorized 
downloads and insecure file 
permissions. 

Third-Party 
Integrations 

Connects the website to 
external applications and 
services. 

Exposed API credentials, insecure 
configurations and dependency 
risks. 

Software 
Dependencies 

Provides libraries, frameworks 
and supporting functionality. 

Known vulnerabilities and 
outdated software packages. 

Administrative 
Functions 

Enables website management 
and configuration. 

Privileged account compromise 
and unauthorized administrative 
actions. 

Not every website contains all these components. 

A simple informational website may have limited functionality, while an e-commerce 
platform or digital marketplace may include user registration, financial transactions, APIs, 
external integrations, and complex business processes. 

The complexity of the website directly influences the scope and depth of the security 
assessment required, although even simple websites can contain serious 
vulnerabilities. 
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1.4 Common Website Cybersecurity Threats 
Websites may be targeted through different attack methods. Some attacks attempt to steal 
information, while others seek financial gain, unauthorized access, service disruption, or 
manipulation of website operations. 

The following table summarizes major cybersecurity threats that website owners should 
understand. 

# Cybersecurity 
Threat 

Description Potential Impact 

1 Denial-of-Service 
Attacks 

Attempts to overwhelm website 
resources or disrupt service 
availability. 

Website downtime and 
interrupted business 
operations. 

2 Customer Account 
Compromise 

Unauthorized access to 
legitimate customer accounts. 

Personal information 
exposure and fraudulent 
activity. 

3 Administrative 
Account 
Compromise 

Unauthorized access to 
privileged website management 
functions. 

Website takeover, 
configuration changes and 
data manipulation. 

4 API Security 
Attacks 

Exploitation of weaknesses in 
application interfaces. 

Unauthorized information 
access or modification. 

5 Database Security 
Breaches 

Unauthorized access to stored 
information. 

Exposure, theft or 
manipulation of sensitive 
records. 

6 Payment 
Manipulation 

Exploitation of weaknesses in 
payment or transaction 
workflows. 

Financial losses and 
fraudulent transactions. 

7 Malicious File 
Uploads 

Uploading harmful files or 
exploiting insecure file 
processing. 

Application compromise or 
unauthorized access. 

8 Injection Attacks Supplying malicious input that 
an application improperly 
interprets as commands or 
queries. 

Data exposure, 
modification or system 
compromise. 
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9 Third-Party 
Integration 
Compromise 

Exploitation of weaknesses 
involving external services or 
integrations. 

Unauthorized access and 
business disruption. 

10 Credential and 
Secret Exposure 

Disclosure of passwords, API 
keys or authentication tokens. 

Unauthorized access to 
applications and external 
services. 

11 Automated Bot 
Abuse 

Automated attempts to misuse 
website functionality. 

Fake registrations, 
credential attacks, spam 
and resource 
consumption. 

12 Data Deletion and 
Recovery Failure 

Loss or destruction of important 
website information. 

Operational disruption and 
permanent data loss. 

These threats do not affect every website equally. Their relevance depends on the website's 
functionality, technologies, business activities, and security controls. 

For example, payment manipulation may be a critical concern for an online marketplace 
but irrelevant to a website that does not process financial transactions. 

This is why security assessments should consider the actual characteristics of each 
website rather than applying the same checklist without evaluating its business context. 

1.5 Website Security Risks and Business Impact 
Cybersecurity incidents are not only technical problems. They can create serious 
consequences for website owners, customers, employees, business partners, and other 
stakeholders. 

Understanding these consequences is essential when deciding which security risks require 
the greatest attention. 

Business Impact 
Category 

Description Example 

Financial Loss Direct or indirect financial damage 
resulting from a security incident. 

Fraudulent transactions or 
recovery expenses. 

Operational 
Disruption 

Interruption of normal website or 
business activities. 

Customers being unable to 
access online services. 
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Customer Data 
Exposure 

Unauthorized disclosure of 
personal or confidential 
information. 

Exposure of customer 
profiles or identification 
documents. 

Reputation 
Damage 

Reduced customer confidence and 
damage to the organization's public 
image. 

Customers losing trust after 
a reported data breach. 

Legal and 
Regulatory 
Exposure 

Potential noncompliance with 
applicable privacy, cybersecurity or 
contractual obligations. 

Failure to protect personal 
information as required by 
applicable law. 

Business 
Continuity Risk 

Inability to restore essential 
services following an incident. 

Extended downtime caused 
by missing or unusable 
backups. 

Loss of Business 
Opportunities 

Reduced revenue or missed 
opportunities due to security 
weaknesses. 

Customers abandoning an 
unreliable online service. 

Security risks should therefore be evaluated using both technical severity and potential 
business impact. 

A vulnerability that appears technically limited may become a high-priority business 
concern if it affects financial transactions, confidential information, or an essential service. 

1.6 Understanding Vulnerabilities, Threats, and Risks 
Three cybersecurity terms are frequently used interchangeably, although they represent 
different concepts. 

Term Meaning Example 

Vulnerability A weakness in a system, application, 
configuration, or process. 

An API endpoint does not 
properly verify user permissions. 

Threat A potential source or event that 
could exploit a vulnerability. 

An attacker attempts to access 
another customer's records. 

Risk The potential for harm resulting from 
a threat exploiting a vulnerability, 
considering likelihood and impact. 

Unauthorized disclosure of 
customer information leading to 
financial or reputational damage. 
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Understanding these differences is important because the presence of a vulnerability does 
not automatically mean that it has been exploited. 

Similarly, identifying a possible threat does not establish that a website is vulnerable to it. 

Security assessments must examine the relationship between threats, vulnerabilities, 
existing protections, and potential consequences. 

1.7 Why Hosting Security Alone Is Not Enough 
Hosting providers play an important role in website security. Depending on the hosting 
model and service plan, they may provide network protection, infrastructure security, 
encryption capabilities, monitoring, backup services, and other security features. 

However, hosting security and application security are not the same. 

For example, a hosting provider may protect its infrastructure against certain network 
attacks, while the website application may still contain weaknesses that allow 
unauthorized users to access customer records. 

Similarly, a website may use secure HTTPS connections but still contain insecure 
authentication mechanisms or insufficient user permissions. 

The responsibilities also vary according to the hosting model. 

A traditional shared-hosting service, a managed application platform, a cloud virtual 
machine, and a fully managed cloud service may assign different security responsibilities 
to the provider and website owner. 

Therefore, website owners should understand: 

• Which security protections are provided by their hosting service. 

• Which protections are included in their specific subscription or configuration. 

• Which responsibilities remain with the website owner. 

• Which additional security controls may be necessary. 

• How existing protections can be verified. 

The next chapter will examine hosting security and the shared responsibility model in 
greater detail. 



30 
 

1.8 Why Website Security Requires More Than Automated Scanning 
Automated security tools can help identify known vulnerabilities, insecure configurations, 
outdated dependencies, and certain application weaknesses. 

However, automated scanning alone cannot provide a complete understanding of website 
security. 

For example, a scanner may identify a potentially vulnerable API endpoint, but manual 
testing may be required to determine whether one customer can access another 
customer's information. 

Similarly, business logic vulnerabilities 
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Chapter 2 – Hosting Security & Shared Responsibility 
 

2.1 Introduction 
Selecting a hosting provider is one of the most important decisions when developing and 
operating a website. The hosting environment provides the infrastructure and services 
required to make the website accessible, process requests, store information, and support 
business operations. 

Today, website owners can choose from different hosting models, ranging from traditional 
shared hosting services to managed application platforms and enterprise cloud 
environments. 

Providers such as GoDaddy, Hostinger, Vercel, Netlify, Amazon Web Services (AWS), 
Microsoft Azure, and Google Cloud offer different hosting services and security 
capabilities. 

However, an important question must be answered: 

Who is responsible for protecting the website: the hosting provider or the website 
owner? 

The answer depends on the hosting model, the services being used, and the security 
responsibilities assigned to each party. 

This chapter introduces the shared responsibility model, explains the differences between 
hosting environments, and provides practical guidance for evaluating hosting security 
capabilities before conducting a website security assessment. 

The objective is to help website owners understand which protections they receive from 
their hosting providers, which security responsibilities remain under their control, and how 
to identify potential security gaps. 

2.2 Understanding the Shared Responsibility Model 
The shared responsibility model describes how cybersecurity responsibilities are divided 
between the hosting provider and the customer. 

In general, hosting providers are responsible for securing the infrastructure and managed 
services they operate, while website owners remain responsible for protecting the 
applications, information, accounts, and configurations under their control. 
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However, the exact division of responsibilities varies significantly depending on the hosting 
model. 

For example, when using a traditional virtual private server, the website owner may be 
responsible for maintaining the operating system, installing security updates, configuring 
the firewall, and protecting the application. 

When using a fully managed application hosting platform, the provider may manage the 
underlying operating system and infrastructure, allowing the website owner to concentrate 
on application security and configuration. 

General Security Responsibility Matrix 

Security Area Hosting Provider Website Owner 

Physical Data 
Center Security 

Generally responsible Usually not responsible 

Physical Server 
Infrastructure 

Generally responsible Usually not responsible 

Network 
Infrastructure 

Provider-managed 
infrastructure 

Customer-controlled network 
settings, where applicable 

Operating System 
Security 

Depends on hosting model Depends on hosting model 

Firewall and DDoS 
Protection 

May provide infrastructure 
and managed protections 

Must configure available controls 
and address application-level 
abuse 

HTTPS / TLS May provide certificates 
and managed TLS services 

Must ensure correct configuration 
and application usage 

Website Application 
Code 

Usually not responsible Responsible 

User Authentication May provide identity 
services 

Responsible for application 
authentication design and 
configuration 

User Permissions Usually not responsible Responsible 
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Database Security Depends on database 
service 

Responsible for data access, 
permissions and application 
queries 

Customer Data 
Protection 

Provides applicable 
infrastructure safeguards 

Responsible for appropriate data 
handling and access controls 

Application Security 
Updates 

May maintain managed 
platform components 

Responsible for application code 
and dependencies 

Backup and 
Recovery 

May offer backup 
capabilities 

Responsible for ensuring adequate 
backup and recovery 
arrangements 

Security Monitoring Monitors provider 
infrastructure 

Responsible for application and 
business security monitoring 

Important: This matrix represents general responsibility patterns, not contractual 
commitments from individual providers. Website owners must verify the exact 
responsibilities associated with their services and subscription plans. 

2.3 Understanding Different Website Hosting Models 
Not all hosting environments operate in the same way. The hosting model determines the 
level of control available to the website owner and influences the security responsibilities 
involved. 

Common Hosting Models 

Hosting Model Description Security Responsibility 
Considerations 

Shared Hosting Multiple websites operate 
on infrastructure managed 
by a hosting provider. 

Provider generally manages the 
underlying server; website owner 
protects website software, accounts 
and configurations. 

Managed 
WordPress 
Hosting 

Hosting optimized for 
WordPress with selected 
management services. 

Provider may manage parts of 
WordPress maintenance; owner 
remains responsible for content, 
users, plugins and application 
configuration as applicable. 
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Virtual Private 
Server (VPS) 

A virtual server with 
dedicated resources and 
greater customer control. 

Owner may manage the operating 
system, firewall, updates and 
application security. 

Managed 
Application 
Hosting 

Platform designed to 
deploy and operate 
applications without direct 
server administration. 

Provider manages underlying 
infrastructure; owner focuses on 
application code, permissions, data 
and available security settings. 

Cloud 
Infrastructure 
(IaaS) 

Cloud-based computing, 
storage and networking 
resources. 

Provider secures underlying cloud 
infrastructure; customer generally 
manages operating systems, 
workloads and configurations. 

Managed Cloud 
Services (PaaS) 

Cloud services that 
manage significant parts of 
the application runtime 
and infrastructure. 

Provider manages selected platform 
layers; customer manages application 
logic, data and customer-controlled 
settings. 

Software as a 
Service (SaaS) 

Complete hosted 
application delivered as a 
service. 

Provider manages most application 
infrastructure and software; customer 
manages users, data, configuration 
and permitted integrations. 

Self-Hosted 
Infrastructure 

Organization operates its 
own servers or data center. 

Organization assumes extensive 
responsibility for infrastructure, 
systems, applications and security 
operations. 

A provider may offer multiple hosting models. 

For example, AWS and Microsoft Azure provide infrastructure services, managed 
application services, databases, networking, identity services, and security products. 
Responsibilities differ between these services. 

Therefore, website owners should not evaluate security based solely on the provider's 
name. 

They must identify the specific hosting service, configuration and subscription plan 
supporting their website. 
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2.4 Understanding Hosting Provider Security Capabilities 
Hosting providers may offer multiple security features designed to protect infrastructure, 
applications, and information. 

However, the availability of these features depends on the provider, hosting model, service 
configuration, subscription plan, and sometimes additional paid services. 

Major Hosting Security Capabilities 

Security Capability Purpose What Website Owners Should 
Verify 

DDoS Protection Reduce the impact of traffic 
intended to disrupt service 
availability. 

Protection scope, service limits 
and available mitigation 
capabilities 

Web Application 
Firewall (WAF) 

Filter or block selected 
malicious HTTP requests. 

Availability, enabled rules, 
configuration options and 
coverage 

HTTPS / TLS Protect information 
transmitted between users 
and the website. 

Certificate management, TLS 
configuration and renewal 

Network Firewall Control permitted network 
connections. 

Available rules, default 
restrictions and customer 
responsibilities 

Identity and Access 
Management 

Control access to hosting 
resources and management 
interfaces. 

MFA, role-based permissions 
and account management 

Infrastructure 
Monitoring 

Monitor hosting infrastructure 
and service health. 

Monitoring coverage, available 
alerts and retention 

Security Logging Record relevant security 
events. 

Log availability, retention 
periods and export options 

Backup Services Support restoration of 
information and systems. 

Backup frequency, retention, 
restore process and additional 
costs 
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Malware Protection Identify or reduce exposure to 
malicious software. 

Whether scanning or protection 
is included and what it covers 

Vulnerability 
Management 

Identify and address 
weaknesses in managed 
components. 

Which infrastructure and 
software layers are maintained 
by the provider 

Encryption at Rest Protect stored information 
through encryption controls. 

Supported services, key 
management and configuration 

Geographic and 
Access Restrictions 

Restrict selected access 
based on network or 
geographic criteria. 

Availability, configuration and 
limitations 

Incident Response 
Support 

Assist with security events 
affecting hosted services. 

Support channels, response 
arrangements and escalation 
procedures 

A website owner should not assume that every feature listed above is included in a basic 
hosting subscription. 

Some protections may be available only in higher service tiers, through separate products, 
or after explicit configuration. 

2.5 Hosting Providers: Different Security Approaches 
The following examples illustrate how website owners should approach security evaluation 
across common hosting environments. 

These examples are intended to explain hosting categories rather than provide a current 
comparison of commercial plans. 

Hosting 
Provider 

Typical Hosting Approach Important Areas to Review 

GoDaddy Traditional web hosting, 
managed WordPress and 
other hosting products 

Hosting plan protections, website 
backups, malware services, SSL, access 
controls and application responsibilities 

Hostinger Shared hosting, managed 
WordPress, cloud hosting 
and VPS products 

Security features by plan, backups, 
account protection, server 
responsibilities and application 
maintenance 
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Vercel Managed application 
hosting and deployment 
platform 

Platform firewall, DDoS protection, 
deployment security, access controls, 
logs and plan-specific capabilities 

Netlify Managed web application 
hosting and deployment 
platform 

Edge protection, deployment controls, 
security headers, identity settings and 
plan capabilities 

Amazon Web 
Services 
(AWS) 

Cloud infrastructure and 
managed cloud services 

IAM, network controls, WAF, DDoS 
protection, logging, encryption and 
service-specific responsibilities 

Microsoft 
Azure 

Cloud infrastructure and 
managed application 
services 

Identity, networking, application 
protection, monitoring, encryption and 
service-specific security settings 

Google Cloud Cloud infrastructure and 
managed services 

IAM, network security, Cloud Armor 
where applicable, logging, encryption 
and workload configuration 

The important lesson is that no hosting provider should be considered automatically 
secure or insecure simply because of its brand. 

Security depends on the specific services selected, how they are configured, the 
protections included, and how effectively the website owner manages their 
responsibilities. 

2.6 Hosting Subscription Plans and Security Differences 
Hosting providers frequently offer multiple subscription plans with different capabilities. 

A basic hosting plan may provide sufficient functionality for a small informational website, 
while a larger e-commerce platform may require additional security controls, monitoring 
capabilities, and operational support. 

Security evaluation should therefore include both the hosting provider and the selected 
subscription plan. 

Hosting Plan Security Comparison Template 

Security Feature Basic Plan Professional Plan Enterprise Plan 

HTTPS / TLS Verify Verify Verify 
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DDoS Protection Verify Verify Verify 

Web Application Firewall Verify Verify Verify 

Custom Firewall Rules Verify Verify Verify 

Security Logs Verify Verify Verify 

Monitoring and Alerts Verify Verify Verify 

Backup and Recovery Verify Verify Verify 

Identity and Access Controls Verify Verify Verify 

Incident Response Support Verify Verify Verify 

Security Testing Permissions Verify Verify Verify 

The columns are illustrative service tiers, not actual plans from a particular provider. 

For each feature, website owners should document whether it is included, requires 
configuration, is available as an add-on, or is unavailable. 

This comparison helps identify whether existing hosting arrangements meet the website's 
security requirements. 

It also helps determine whether upgrading the hosting plan, configuring additional 
protections, or implementing application-level security measures is necessary. 

2.7 What Hosting Providers Cannot Automatically Protect 
Even when a hosting provider offers advanced infrastructure security, some vulnerabilities 
originate within the website application itself. 

For example: 

Scenario 1 – Weak User Permissions 

A website allows a customer to access another customer's records because the 
application does not properly validate ownership. 

A hosting firewall may not recognize the request as malicious because the traffic 
resembles a legitimate application request. 

Scenario 2 – Insecure Administrative Access 

A website's administrator account uses weak authentication or lacks appropriate 
additional protection. 
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Infrastructure security alone cannot guarantee that the administrator's credentials will 
remain secure. 

Scenario 3 – Payment Workflow Manipulation 

A website incorrectly accepts a transaction as completed without properly validating the 
payment provider's confirmation. 

The problem originates in application business logic rather than the hosting infrastructure. 

Scenario 4 – Sensitive Data Exposure 

An application API returns more customer information than the requesting user is 
authorized to access. 

Encryption and infrastructure security do not automatically correct inappropriate 
application responses. 

Scenario 5 – Vulnerable Software Dependency 

A website uses an outdated library containing a known security vulnerability. 

The website owner or application maintainer generally remains responsible for updating 
customer-controlled software. 

These examples demonstrate why hosting security and application security must be 
evaluated together. 

2.8 Questions Every Website Owner Should Ask Their Hosting 
Provider 
Before conducting a security assessment, website owners should collect basic information 
about their hosting environment. 

The following questionnaire provides a practical starting point. 

Hosting Security Assessment Questionnaire 

# Question Information to Collect 

1 Which hosting service and subscription 
plan are currently used? 

Provider, product, plan and deployment 
model 

2 Which infrastructure security 
protections are included? 

Network security, firewall and DDoS 
capabilities 



41 
 

3 Is a Web Application Firewall available 
and enabled? 

WAF features, rules and configuration 

4 How are HTTPS certificates managed? Certificate provisioning, renewal and TLS 
settings 

5 What security logs are available? Log types, access methods and retention 

6 Are security monitoring and alerts 
included? 

Monitoring scope and alerting 
capabilities 

7 What backup and recovery services are 
available? 

Backup schedules, retention and 
restoration procedures 

8 How is access to the hosting 
management account protected? 

MFA, administrator roles and account 
permissions 

9 Which security updates are managed by 
the provider? 

Infrastructure, operating system and 
runtime responsibilities 

10 What protections are available against 
automated attacks? 

Rate limiting, bot protection and traffic 
filtering 

11 Are encryption and key-management 
capabilities provided? 

Encryption features and customer 
responsibilities 

12 Are additional security services 
available? 

Optional protections, upgrades and 
related costs 

13 What incident response support is 
provided? 

Support procedures and escalation 
channels 

14 Does the provider permit authorized 
penetration testing? 

Testing policies, restrictions and 
notification requirements 

15 Which security responsibilities remain 
with the website owner? 

Provider documentation and contractual 
responsibility boundaries 

This questionnaire should be completed before developing the security testing plan. 

The results will help define which protections already exist and which areas require 
additional investigation. 

2.9 Hosting Provider Penetration Testing Policies 
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Before conducting security scans or penetration testing, website owners must review the 
applicable policies of their hosting provider. 

Some hosting providers permit certain authorized security testing activities without prior 
notification, while others impose restrictions on testing methods, infrastructure targets, 
traffic volume, or testing windows. 

Testing against third-party infrastructure, shared services, or systems outside the website 
owner's authorized scope may be prohibited. 

Website owners should confirm: 

1. Whether penetration testing of their hosted application is permitted. 

2. Whether advance notification or written approval is required. 

3. Which testing activities or tools are restricted. 

4. Whether vulnerability scanning or automated requests are subject to limits. 

5. Whether testing must occur within a dedicated environment. 

6. Whether any external integrations require separate authorization. 

Ownership of a website does not automatically grant permission to test every 
infrastructure component or third-party service supporting it. 

For potentially disruptive testing, an isolated environment should be used wherever 
practical. 

2.10 Evaluating Hosting Security Gaps 
After reviewing the hosting provider's capabilities and the website owner's responsibilities, 
the next step is to identify potential security gaps. 

A security gap exists when a required protection is missing, insufficient, incorrectly 
configured, or not effectively monitored. 

Example Hosting Security Gap Assessment 

Security Area Existing 
Protection 

Potential Gap Recommended Action 

DDoS 
Protection 

Provider-
managed 
protection 

Coverage or limits not 
understood 

Verify protection scope 
and escalation options 
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WAF Available through 
hosting service 

Not enabled or not 
configured 
appropriately 

Review and configure 
relevant protections 

Administrative 
Access 

Password-based 
access 

MFA not enabled Enable MFA where 
supported 

Application 
Security 

Provider protects 
infrastructure 

Application 
vulnerabilities remain 
unassessed 

Conduct application 
security testing 

Backup and 
Recovery 

Backups 
available 

Restoration procedure 
not verified 

Perform controlled 
recovery testing 

Security 
Monitoring 

Basic service logs Insufficient 
application-level 
visibility 

Implement appropriate 
application logging and 
alerts 

API Security HTTPS enabled Authorization controls 
not independently 
validated 

Conduct API 
authorization testing 

This analysis should not be based solely on whether a feature exists. 

Security controls must also be evaluated for correct configuration, coverage, effectiveness, 
and suitability for the website's actual risks. 

2.11 Selecting Appropriate Hosting Security Measures 
Website owners should select security protections based on the nature of their website 
and business requirements. 

A small informational website may require a different level of security investment from a 
marketplace handling customer information, payment transactions, and multiple external 
integrations. 

Factors to consider include: 

• Website functionality and complexity. 

• Types and sensitivity of stored information. 

• Number and types of users. 

• Financial transaction requirements. 
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• API and third-party integration exposure. 

• Business dependence on website availability. 

• Applicable legal, regulatory and contractual requirements. 

• Available technical expertise and security budget. 

The objective is not necessarily to purchase the most expensive hosting subscription. 

Instead, website owners should identify the security controls appropriate to their risks and 
determine the most effective way to implement them. 

2.12 Relationship to the Two Security Assessment Strategies 
Understanding hosting security responsibilities provides the foundation for the two 
assessment strategies introduced in this book. 

Assessment Area Strategy 1 – Scenario-Based 
Security Assessment 

Strategy 2 – Application 
Penetration Testing 

Hosting Security 
Features 

Evaluate protections against 
realistic cyberattack 
scenarios. 

Review relevant configurations and 
security behavior within authorized 
scope. 

Application 
Security 

Identify potential attack 
scenarios and business 
impact. 

Validate technical vulnerabilities 
and application weaknesses. 

User 
Authentication 

Evaluate account 
compromise scenarios. 

Test authentication and session 
management controls. 

API Security Assess risks from 
unauthorized access and 
data manipulation. 

Validate endpoint security and 
authorization. 

Payment Security Evaluate fraud and 
transaction manipulation 
scenarios. 

Test payment-related application 
logic using authorized test 
services. 

Security Gaps Identify missing or 
insufficient controls. 

Confirm vulnerabilities and 
document technical evidence. 

Security 
Improvements 

Recommend risk-based 
protective measures. 

Verify corrective actions through 
retesting. 
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The two strategies complement one another. 

Scenario-based assessment helps explain why security controls are necessary, while 
penetration testing helps validate whether technical weaknesses exist. 

Both strategies should consider the security protections provided by the hosting 
environment and the responsibilities remaining with the website owner. 

2.13 Chapter Summary 
Hosting security is an important foundation of website cybersecurity, but it does not 
replace application security. 

Different hosting models assign different responsibilities to providers and website owners. 
Traditional hosting, managed application platforms, cloud infrastructure, and managed 
cloud services each introduce distinct security considerations. 

Website owners should understand their hosting services, review the security capabilities 
included in their subscription plans, and verify how those capabilities are configured and 
maintained. 

They should also identify which responsibilities remain under their control, particularly 
application security, user authentication, permissions, sensitive data, APIs, and business 
processes. 

The chapter introduced a practical hosting security questionnaire and gap assessment 
methodology that readers can apply to their own websites. 

The central principle is simple: a secure hosting environment is an important part of 
website security, but the website application and its business operations must also be 
protected and independently assessed. 

The next chapter introduces the book's core framework: The Two Website Security 
Assessment Strategies, explaining how scenario-based security assessment and 
application penetration testing work together to provide a structured approach to 
identifying risks, validating vulnerabilities, and improving website security. 
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Chapter 3 – The Two Website Security Assessment 
Strategies 
 

3.1 Introduction 
Understanding website security and the responsibilities of hosting providers establishes an 
important foundation for protecting websites. However, knowing which security features 
are available is not sufficient to determine whether a website is adequately protected. 

Website owners must also understand the risks their websites face, identify potential 
weaknesses, and verify whether existing security measures are effective. 

This requires a structured security assessment methodology that considers both business 
risks and technical vulnerabilities. 

This book introduces two complementary website security assessment strategies 
designed to provide a practical and comprehensive approach to evaluating website 
security. 

• Strategy 1 – Scenario-Based Security Assessment: Evaluates realistic cyberattack 
scenarios, their potential business impact, existing security protections, and 
required improvements. 

• Strategy 2 – Application Penetration Testing: Uses authorized technical testing to 
identify, validate, and document vulnerabilities in website applications, APIs, 
authentication mechanisms, and supporting components. 

These strategies are applicable to different website technologies and hosting 
environments, although the assessment scope and testing techniques must be adapted to 
the website's architecture, functionality, and security requirements. 

The objective is to combine business-oriented risk evaluation with technical security 
validation, providing website owners with a clearer understanding of their security posture 
and the actions required to improve it. 

3.2 Why Two Security Assessment Strategies? 
Website security cannot be evaluated effectively from a single perspective. 

A technical security scan may identify vulnerable software or an insecure API endpoint, but 
it may not explain the business consequences of a successful attack. 
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Similarly, a risk assessment may identify customer account compromise as a serious 
concern without confirming whether the website contains exploitable authentication or 
authorization vulnerabilities. 

The two strategies address these different requirements. 

Assessment 
Perspective 

Strategy 1 – Scenario-Based 
Assessment 

Strategy 2 – Penetration Testing 

Primary 
Question 

What could go wrong, and how 
would it affect the website and 
business? 

Which technical vulnerabilities 
exist, and can they be validated 
safely? 

Main Focus Threat scenarios, business impact 
and existing protections 

Application vulnerabilities and 
technical security controls 

Hosting 
Security 

Evaluate provider protections and 
security responsibilities 

Review relevant configurations 
and test customer-controlled 
components 

Application 
Security 

Identify potential weaknesses and 
attack scenarios 

Validate vulnerabilities through 
controlled testing 

Business 
Impact 

Central part of the assessment Considered when evaluating 
vulnerability severity 

Technical Tools Risk registers, architecture 
reviews, questionnaires and 
control assessments 

Security scanners, API testing 
tools and manual testing 

Main 
Deliverable 

Security risk and improvement 
plan 

Vulnerability assessment and 
remediation report 

Final Objective Understand and prioritize security 
risks 

Identify and verify technical 
security weaknesses 

The two strategies are complementary rather than competing approaches. 

Together, they help website owners understand both the potential consequences of 
cybersecurity incidents and the technical weaknesses that could contribute to those 
incidents. 
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3.3 Strategy 1 – Scenario-Based Security Assessment 
Scenario-Based Security Assessment examines realistic cybersecurity situations that 
could affect a website. 

Rather than beginning with security scanning tools, this strategy begins by asking what 
could happen if a particular type of attack were attempted. 

For example: 

• What happens if attackers attempt to overwhelm the website with traffic? 

• What happens if someone obtains access to a customer account? 

• What happens if an administrator account is compromised? 

• What happens if an API exposes information belonging to another customer? 

• What happens if payment transactions are manipulated? 

• What happens if critical website information is deleted? 

For each scenario, the assessment examines the potential consequences, the security 
controls already available, the responsibilities of the hosting provider and website owner, 
and the improvements needed to reduce the risk. 

Main Activities of Strategy 1 

Activity Description 

Identify Attack 
Scenarios 

Select realistic cybersecurity threats relevant to the website. 

Identify Affected 
Components 

Determine which website functions, systems and 
information could be affected. 

Assess Business Impact Evaluate financial, operational, reputational and 
information-security consequences. 

Review Existing 
Protections 

Identify security controls implemented by the hosting 
provider and website owner. 

Identify Security Gaps Determine where protections are missing, insufficient or 
incorrectly configured. 
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Recommend 
Improvements 

Define preventive, detective and corrective security 
measures. 

Prioritize Actions Rank improvements according to risk and business 
importance. 

Define Verification Establish how the effectiveness of recommended 
protections will be evaluated. 

Example: Customer Account Compromise 

Consider an online service that allows customers to register, log in, manage profiles and 
view transactions. 

A scenario-based assessment might examine the possibility of unauthorized access to 
customer accounts. 

Assessment Element Example 

Attack Scenario An unauthorized person gains access to a customer 
account. 

Potential Business 
Impact 

Exposure of personal information, fraudulent activities and 
loss of customer trust. 

Existing Protections Password authentication, HTTPS, account monitoring and 
any available additional controls. 

Hosting Provider 
Responsibilities 

Protect applicable hosting infrastructure and provide 
contracted security capabilities. 

Website Owner 
Responsibilities 

Implement secure authentication, session management, 
access controls and account protection. 

Potential Security Gaps Weak authentication controls, inadequate login protection 
or missing monitoring. 

Recommended 
Improvements 

Strengthen authentication, enable MFA where appropriate, 
improve monitoring and review session security. 

Verification Conduct authorized authentication and account-access 
security testing. 

This example demonstrates how a business risk can be translated into specific security 
requirements and verification activities. 
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The detailed methodology for Strategy 1 will be presented in Chapter 4. 

3.4 Strategy 2 – Application Penetration Testing 
Application Penetration Testing focuses on identifying and validating technical security 
vulnerabilities within a website and its supporting application components. 

This strategy uses a combination of automated tools, manual testing, configuration reviews 
and application-specific security assessments. 

Unlike scenario-based assessment, penetration testing examines how the website 
behaves when exposed to controlled security test cases. 

The purpose is to determine whether technical weaknesses could allow unauthorized 
access, information disclosure, manipulation of application functionality, or other security 
consequences. 

Main Areas of Application Penetration Testing 

Testing Area Security Focus 

Web Application Input validation, application behavior and common web 
vulnerabilities 

Authentication Login security, password recovery and session management 

Authorization User permissions, access restrictions and privilege 
escalation 

APIs Endpoint security, authentication, authorization and data 
exposure 

Database Interaction Injection weaknesses and insecure application-level data 
access 

Administrative 
Functions 

Privileged access and administrative operations 

Payment Workflows Transaction integrity, payment confirmation and business 
logic 

File Management File upload validation, storage permissions and unauthorized 
access 
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Third-Party Integrations API credentials, integration configurations and application-
level security 

Application 
Configuration 

Security headers, exposed information and configuration 
weaknesses 

Software 
Dependencies 

Known vulnerabilities in application libraries and frameworks 

Not every testing area will apply to every website. 

For example, a simple informational website may not require payment security testing, 
while an e-commerce platform may require extensive testing of transaction workflows and 
customer accounts. 

Common Security Testing Tools 

Tool Primary Purpose 

OWASP ZAP Web application vulnerability assessment and security testing 

Burp Suite Manual and automated web application security testing 

Postman API functionality and security test execution 

Nuclei Template-based vulnerability and configuration checks 

Nikto Web server and HTTP security checks 

npm audit Known vulnerability assessment for supported Node.js 
dependencies 

Snyk Software dependency and supported code security analysis 

SSL Labs Public TLS configuration assessment 

Mozilla 
Observatory 

Browser-facing security configuration and HTTP header 
assessment 

These tools are examples rather than mandatory requirements. 

The appropriate tools depend on the website technology, testing objectives, available 
access, and the expertise of the assessment team. 

Automated security tools do not replace manual testing or professional judgment. 
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In particular, authorization vulnerabilities, payment manipulation and business logic 
weaknesses frequently require application-specific manual validation. 

The detailed penetration testing methodology will be presented in Chapter 5. 

3.5 How the Two Strategies Work Together 
The two strategies should not operate as completely separate activities. 

Instead, findings from one strategy should inform the other. 

For example, Strategy 1 may identify administrative account compromise as a critical 
business risk. 

Strategy 2 can then examine the technical controls protecting administrative access, 
including authentication, authorization, session management and relevant application 
configurations. 

Similarly, penetration testing may reveal an unexpected vulnerability that requires 
additional business risk analysis. 

Integrated Assessment Examples 

Security 
Concern 

Strategy 1 Strategy 2 Combined 
Outcome 

Customer 
Account 
Compromise 

Evaluate customer 
data and business 
impact. 

Test authentication 
and account access 
controls. 

Prioritized 
account security 
improvements 

API Data 
Exposure 

Evaluate 
consequences of 
unauthorized 
information access. 

Test API authorization 
and data responses. 

Verified API 
protection 
requirements 

Payment 
Manipulation 

Assess potential 
financial and 
operational 
consequences. 

Test transaction logic 
in a sandbox. 

Improved 
transaction 
integrity 

Service 
Disruption 

Evaluate business 
continuity and hosting 
protections. 

Review configurations 
and conduct 
approved, non-
disruptive checks. 

Improved 
resilience and 
recovery planning 
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Administrative 
Compromise 

Evaluate potential 
website takeover 
consequences. 

Validate administrative 
authentication and 
permissions. 

Stronger privileged 
access protection 

Sensitive Data 
Exposure 

Evaluate privacy and 
business impact. 

Test application-level 
data access and 
exposure. 

Improved 
information 
protection 

The result is a more complete security improvement plan supported by both business 
context and technical evidence. 

3.6 Establishing the Security Assessment Scope 
Before conducting either strategy, the website owner should establish the assessment 
scope. 

The scope defines which systems, applications, functions and services will be reviewed or 
tested. 

It also identifies the activities that are permitted and any operational restrictions. 

Security Assessment Scope Checklist 

Scope Element Information Required 

Website 
Identification 

Website name, domain and business purpose 

Hosting 
Environment 

Hosting provider, service, plan and deployment model 

Website Technology Application framework, programming languages and content 
management system 

Website 
Components 

Frontend, backend, database, APIs and external integrations 

User Categories Visitors, registered users, administrators and other roles 

Authentication Login methods, identity providers and session management 

Sensitive 
Information 

Customer records, business information and other protected 
data 

Payment Functions Payment gateways and transaction workflows, if applicable 
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Testing Environment Production, staging, isolated replica or other approved 
environment 

Authorized 
Activities 

Permitted testing methods, tools and access levels 

Restrictions Prohibited activities, traffic limits and excluded systems 

Responsible Parties Website owner, development team, hosting provider and security 
assessors 

A clear scope helps prevent unauthorized testing, reduces operational risks, and 
establishes realistic expectations for the assessment. 

3.7 The Recommended Security Assessment Workflow 
The proposed framework follows a structured sequence from preparation through 
implementation and verification. 

Stage Activity Main Objective 

1 Prepare the Testing 
Environment 

Establish a safe and authorized environment for 
security assessment. 

2 Conduct Scenario-Based 
Assessment 

Identify relevant cyberattack scenarios and 
business risks. 

3 Perform Application 
Penetration Testing 

Identify and validate technical security 
vulnerabilities. 

4 Analyze Findings Consolidate findings and prioritize required 
improvements. 

5 Implement Security 
Improvements 

Correct vulnerabilities and strengthen security 
controls. 

6 Retest and Validate Verify that corrective actions are effective. 

7 Deploy Approved 
Improvements 

Release validated changes through controlled 
deployment procedures. 

8 Monitor and Reassess Maintain security through ongoing monitoring 
and periodic reviews. 

Although the stages are presented sequentially, certain activities may overlap. 
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For example, findings from penetration testing may require additional scenario analysis, 
while remediation activities may introduce new testing requirements. 

The framework should therefore support controlled iteration rather than a rigid one-way 
process. 

3.8 Safe Security Testing 
Security testing must be conducted carefully to avoid unnecessary disruption to website 
operations. 

Some automated scanning techniques can generate substantial traffic, trigger application 
errors, or modify information if improperly configured. 

For this reason, the framework recommends using an isolated testing environment for 
potentially disruptive testing whenever practical. 

Such an environment may include: 

• A controlled copy of the website application. 

• A separate database containing synthetic test information. 

• Dedicated user and administrator test accounts. 

• Sandbox payment and external service integrations. 

• Isolated file storage and email testing services. 

• Appropriate logging and monitoring. 

• Restricted access for authorized testing personnel. 

However, an isolated environment cannot fully reproduce every security feature of a 
production hosting platform. 

Hosting-specific protections, production domain configurations, edge security controls, 
and certain operational settings may require separate review or limited authorized 
production verification. 

Testing must also comply with hosting provider policies and applicable legal requirements. 

3.9 Responsibilities During Security Assessment 
A successful website security assessment may involve several parties. 

Responsible Party Main Responsibilities 
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Website Owner Approve the assessment, define business priorities and 
authorize testing. 

Hosting Provider Provide contracted hosting protections, relevant documentation 
and applicable testing policies. 

Development Team Explain application architecture, support testing, and 
implement application fixes. 

Security Assessment 
Team 

Conduct authorized assessments, validate findings and provide 
recommendations. 

IT or Operations 
Team 

Support environment preparation, access controls, monitoring 
and deployment. 

Business 
Management 

Review significant risks, approve priorities and support 
improvement decisions. 

For smaller websites, several responsibilities may be handled by the same person or 
service provider. 

The important requirement is that responsibilities are clearly assigned and understood. 

3.10 Expected Assessment Deliverables 
The two strategies should produce practical outputs that support security decisions and 
implementation. 

Deliverable Description 

Security Assessment 
Scope 

Approved systems, activities, boundaries and 
responsibilities 

Hosting Security Review Summary of hosting protections, configurations and 
responsibility gaps 

Cybersecurity Scenario 
Register 

Relevant attack scenarios and their potential business 
consequences 

Security Risk Assessment Prioritized risks and existing control evaluation 

Penetration Testing Report Validated technical vulnerabilities and supporting 
evidence 
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Remediation Action Plan Required security improvements, priorities and 
responsible parties 

Security Retesting Results Verification of implemented corrective actions 

Production Verification 
Record 

Results of approved production-specific security checks 

Security Improvement 
Roadmap 

Ongoing security activities and future improvement 
priorities 

These deliverables provide a structured record of the website's assessed security posture 
and the actions taken to improve it. 

3.11 Applying the Framework to Different Websites 
The framework is intended to be flexible and applicable to websites of different sizes and 
levels of complexity. 

Website Type Strategy 1 Focus Strategy 2 Focus 

Informational 
Website 

Website availability, unauthorized 
content changes and 
administrative access 

CMS security, authentication, 
configuration and dependencies 

Corporate 
Website 

Business information, contact 
forms, availability and reputation 

Web application, administrative 
access, forms and integrations 

E-Commerce 
Website 

Customer accounts, payments, 
transactions and business 
continuity 

Authentication, authorization, 
payment workflows and APIs 

Digital 
Marketplace 

Multiple user roles, financial 
transactions and sensitive 
information 

Complex permissions, business 
logic, APIs and payment 
integration 

Customer Portal Customer data confidentiality and 
unauthorized account access 

Authentication, sessions, 
object-level authorization and 
data access 

Web Application 
/ SaaS 

Business operations, tenant 
isolation, data protection and 
service availability 

Application security, API 
controls, tenant separation and 
configuration 
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The assessment should be adapted to the website's actual functionality rather than 
requiring every website to undergo the same testing activities. 

3.12 Chapter Summary 
This chapter introduced the two complementary strategies that form the foundation of the 
proposed website security assessment framework. 

Strategy 1 – Scenario-Based Security Assessment focuses on understanding realistic 
cyberattack scenarios, their business consequences, existing protections, and required 
security improvements. 

Strategy 2 – Application Penetration Testing focuses on identifying and validating 
technical vulnerabilities through controlled security testing, specialized tools, and manual 
analysis. 

The chapter also explained how the two strategies work together, how to establish an 
assessment scope, and how to organize security testing through a structured workflow. 

The framework emphasizes safe testing, clear responsibilities, documented findings, 
controlled remediation, and ongoing security improvement. 

The central principle is that effective website security assessment requires both an 
understanding of cybersecurity risks and technical evidence of security weaknesses. 

The next chapter will explore Strategy 1 – Scenario-Based Security Assessment in detail, 
including scenario identification, business impact evaluation, hosting security controls, 
security gap analysis, and improvement planning. 
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Chapter 4 – Strategy 1: Scenario-Based Security 
Assessment 
 

4.1 Introduction 
Understanding website security, hosting responsibilities, and the different types of 
cybersecurity threats provides the foundation for evaluating how well a website is 
protected. 

However, identifying security features or reviewing hosting configurations does not 
automatically establish whether those protections are sufficient for the website's business 
requirements. 

A website may have HTTPS encryption, firewall protection, secure hosting infrastructure, 
and other security controls while remaining exposed to vulnerabilities involving customer 
accounts, administrative permissions, application logic, payment transactions, or third-
party integrations. 

This is where Scenario-Based Security Assessment becomes particularly valuable. 

Instead of beginning with technical vulnerability scanning, this strategy starts by identifying 
realistic cybersecurity situations that could affect the website and its business operations. 

Each scenario is evaluated to understand what could happen, which website components 
could be affected, what protections already exist, and which improvements may be 
required. 

The methodology combines business risk analysis, hosting security evaluation, application 
security review, and practical improvement planning. 

The objective is to provide website owners with a structured understanding of their 
cybersecurity exposure before, or alongside, technical penetration testing. 

4.2 Objectives of Scenario-Based Security Assessment 
The primary objective is to evaluate website security from a business and operational 
perspective while identifying the technical protections required to address realistic 
cybersecurity threats. 
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Objective Description Expected 
Outcome 

Identify Cyberattack 
Scenarios 

Determine realistic threats relevant to the 
website. 

Defined security 
scenarios 

Understand 
Business Impact 

Evaluate potential financial, operational, 
reputational and information-security 
consequences. 

Business impact 
assessment 

Identify Affected 
Components 

Determine which website services, 
functions and information could be 
affected. 

Component risk 
mapping 

Review Existing 
Protections 

Examine controls provided by the hosting 
provider and website owner. 

Existing security 
control inventory 

Evaluate Hosting 
Responsibilities 

Determine which protections are 
managed by the provider and which 
remain with the website owner. 

Responsibility 
assessment 

Identify Security 
Gaps 

Determine where protections are missing, 
insufficient or incorrectly configured. 

Security gap 
register 

Recommend 
Improvements 

Define preventive, detective and 
corrective security measures. 

Security 
improvement plan 

Prioritize Security 
Actions 

Rank recommendations according to 
likelihood, impact and business 
importance. 

Risk-based 
priorities 

Define Verification 
Methods 

Establish how security controls and 
improvements will be validated. 

Verification 
requirements 

This approach ensures that security recommendations are connected to identifiable 
business risks rather than being selected solely because a particular security technology is 
available. 

4.3 Understanding a Cybersecurity Scenario 
A cybersecurity scenario describes a potential situation in which a threat could affect the 
confidentiality, integrity, or availability of a website or its supporting services. 
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A scenario does not necessarily represent an existing vulnerability or an attack that has 
already occurred. 

Instead, it provides a structured way to evaluate potential exposure and determine whether 
appropriate protections are in place. 

For example, consider a website that allows customers to register, log in, and access 
personal information. 

A relevant scenario would be: 

What happens if an unauthorized person gains access to a customer's account? 

The assessment would examine the possible causes, affected information, business 
consequences, existing security measures, and potential improvements. 

Example Scenario Structure 

Assessment Element Description 

Scenario Name Customer Account Compromise 

Scenario Description An unauthorized individual obtains access to a legitimate 
customer account. 

Potential Entry Points Login page, password recovery, authentication tokens or 
compromised credentials 

Affected Components Authentication system, customer profile, account 
information and related services 

Business Impact Unauthorized transactions, information exposure and loss of 
customer trust 

Existing Protections Password policies, authentication controls, HTTPS and 
monitoring, where implemented 

Hosting Provider 
Controls 

Relevant infrastructure and managed security protections 

Website Owner 
Controls 

Authentication design, session management, MFA and 
account access restrictions 

Potential Gaps Weak authentication, insufficient monitoring or insecure 
session handling 
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Recommended 
Improvements 

Strengthen authentication, improve monitoring and 
implement appropriate account protection 

Verification Method Authorized authentication and session security testing 

The assessment should document the actual controls present rather than assume that a 
protection is implemented. 

4.4 Identifying Relevant Cybersecurity Scenarios 
Different websites face different cybersecurity risks. 

A simple informational website may primarily be concerned with availability, unauthorized 
content modification, administrative access, and software vulnerabilities. 

An e-commerce platform may face additional risks involving customer accounts, financial 
transactions, personal information, and payment integrations. 

A digital marketplace or customer portal may introduce more complex risks involving 
multiple user roles, APIs, business workflows, and sensitive records. 

The following scenarios provide a reusable starting point. 

Twelve Major Website Cybersecurity Scenarios 

# Scenario Potential Impact Typical Priority 
Consideration 

1 DDoS and Service 
Disruption 

Website downtime, interrupted 
services and lost business 
opportunities 

High for business-critical 
websites 

2 Customer Account 
Compromise 

Unauthorized access, personal 
data exposure and fraudulent 
activity 

Critical where sensitive 
accounts or transactions 
are involved 

3 Administrative 
Account 
Compromise 

Unauthorized configuration 
changes, website takeover and 
data manipulation 

Critical 

4 API Security Attacks Unauthorized access to 
application functions or 
information 

Critical for exposed 
sensitive APIs 
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5 Database Security 
Breach 

Exposure, theft or 
manipulation of stored 
information 

Critical for sensitive 
databases 

6 Payment 
Manipulation 

Fraudulent transactions and 
financial losses 

Critical for payment-
enabled websites 

7 Malicious File 
Uploads 

Harmful content, application 
compromise or unauthorized 
file access 

High where uploads are 
supported 

8 Application 
Injection Attacks 

Unauthorized database 
operations or application 
compromise 

Critical when sensitive 
operations are exposed 

9 Third-Party 
Integration 
Compromise 

Information exposure, service 
disruption or unauthorized 
operations 

High for important 
integrations 

10 Credential and 
Secret Exposure 

Unauthorized access to 
application services and 
connected systems 

Critical for privileged 
credentials 

11 Automated Bot and 
Abuse Attacks 

Fake accounts, spam, 
credential attacks and 
resource consumption 

High for exposed interactive 
services 

12 Data Deletion and 
Recovery Failure 

Permanent information loss 
and prolonged business 
interruption 

Critical for essential 
business data 

These priorities are illustrative rather than predetermined findings. 

Actual risk ratings must be established by evaluating the website's specific exposure, 
existing controls, likelihood of exploitation, and potential business impact. 

Additional scenarios may be required depending on the website's architecture, 
functionality and business sector. 
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4.5 The Scenario-Based Assessment Methodology 
Each cybersecurity scenario should follow a consistent evaluation methodology. 

This allows different scenarios to be compared, documented, prioritized, and incorporated 
into a consolidated security improvement plan. 

Scenario Assessment Framework 

Assessment 
Dimension 

Key Question Required Information 

1. Scenario 
Definition 

What cybersecurity event are 
we evaluating? 

Scenario description and 
threat type 

2. Affected 
Components 

Which website functions or 
systems could be affected? 

Application, database, APIs, 
users and integrations 

3. Entry Points How could the threat reach the 
website? 

Public interfaces, accounts, 
APIs, uploads or integrations 

4. Business Impact What would happen if the 
scenario occurred? 

Financial, operational, 
reputational and data 
consequences 

5. Existing Hosting 
Protections 

Which protections are provided 
by the hosting service? 

Provider security features and 
configuration 

6. Existing 
Application 
Protections 

Which security controls are 
implemented by the website 
owner? 

Authentication, authorization, 
validation and monitoring 

7. Security Gaps Which protections are missing 
or insufficient? 

Identified control weaknesses 

8. Risk Evaluation How significant is the potential 
risk? 

Likelihood, impact and risk 
priority 

9. Required 
Improvements 

Which security measures 
should be implemented? 

Preventive, detective and 
corrective actions 

10. Verification How will the improvements be 
validated? 

Testing methods and 
acceptance criteria 

The same assessment structure should be applied consistently to all relevant scenarios. 
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4.6 Evaluating Existing Security Protections 
A major component of Strategy 1 is understanding the security measures that already exist. 

These protections may originate from the hosting provider, the website application, 
external security services, or the organization's internal operational practices. 

The assessment should distinguish between these sources. 

Security Protection Categories 

Protection 
Category 

Examples Primary Evaluation Focus 

Hosting 
Infrastructure 

Managed network protection, 
infrastructure security and 
availability services 

Which protections are 
included and active? 

Network and Edge 
Security 

DDoS mitigation, firewalls, traffic 
filtering and WAF 

What attacks are covered, and 
what are the limitations? 

Application 
Security 

Input validation, secure coding 
and application-level controls 

Are security measures 
implemented correctly? 

Authentication 
Security 

Password protection, MFA, 
identity services and session 
management 

Can unauthorized users gain 
account access? 

Authorization 
Security 

User roles, permissions and 
object-level access controls 

Can users access functions or 
records outside their 
permissions? 

Data Security Encryption, access restrictions, 
backup and retention controls 

Is sensitive information 
adequately protected? 

Transaction 
Security 

Payment verification, webhook 
validation and transaction 
controls 

Can financial or business 
operations be manipulated? 

Operational 
Security 

Monitoring, logging, alerting, 
incident response and recovery 

Can incidents be detected, 
contained and recovered 
from? 
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Software 
Maintenance 

Security patches, dependency 
updates and configuration 
reviews 

Are known weaknesses 
addressed promptly? 

The assessment should verify whether each control is implemented, enabled, 
appropriately configured, and relevant to the scenario. 

A security feature that is available but disabled should not be treated as an effective 
existing protection. 

4.7 Evaluating Hosting Provider Security Capabilities 
Hosting providers may contribute important protections against selected cybersecurity 
scenarios. 

For example, a hosting provider may offer DDoS mitigation, network firewalls, managed 
TLS, infrastructure monitoring, and security logging. 

However, the capabilities and limitations of these protections vary according to the hosting 
model, service and subscription plan. 

For each scenario, the website owner should review the provider's documented 
capabilities and determine whether additional protections are required. 

Example: Hosting Protection Evaluation 

Security Scenario Potential Hosting 
Protection 

Website Owner Responsibility 

DDoS and Service 
Disruption 

Provider-managed DDoS 
mitigation, traffic filtering and 
availability services 

Configure available controls, 
protect application resources and 
plan business continuity 

Customer Account 
Compromise 

Hosting account protection 
and applicable edge controls 

Secure customer authentication, 
MFA, sessions and account 
monitoring 

Administrative 
Compromise 

Hosting management IAM 
and MFA capabilities 

Secure application administrator 
accounts and privileged functions 

API Security 
Attacks 

WAF, traffic controls and 
request filtering where 
available 

Implement API authentication, 
authorization and input validation 
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Database Security 
Breach 

Managed database security 
features and infrastructure 
encryption 

Configure database access and 
secure application data 
operations 

Payment 
Manipulation 

Secure infrastructure and 
network transport 

Validate transactions, payment 
confirmations and business logic 

Malicious File 
Uploads 

Applicable storage 
protections and security 
services 

Validate uploaded files and 
enforce secure access 

Credential 
Exposure 

Secret-management 
capabilities where provided 

Protect application secrets, 
credentials and access 
permissions 

Data Deletion Backup and recovery 
capabilities where provided 

Establish suitable backup policies 
and verify restoration 

This comparison helps establish the boundaries of hosting security and prevents website 
owners from assuming that infrastructure protection automatically covers application-
level vulnerabilities. 

4.8 Comparing Hosting Subscription Plans 
Security features may differ between subscription plans offered by the same hosting 
provider. 

For example, a basic plan may include certain infrastructure protections, while more 
advanced plans may provide additional monitoring, configuration options, support 
arrangements, or security capabilities. 

The assessment should therefore review the specific plan currently used by the website. 

Hosting Plan Comparison Template 

Security Capability Current 
Plan 

Higher-Tier 
Plan 

Additional Action Required 

DDoS Protection Verify Verify Determine whether existing coverage 
meets requirements 

Web Application 
Firewall 

Verify Verify Review availability and configuration 



70 
 

Custom Security 
Rules 

Verify Verify Assess whether additional rules are 
needed 

Security Logs Verify Verify Confirm availability and retention 

Monitoring and 
Alerts 

Verify Verify Evaluate application and 
infrastructure visibility 

Backup and 
Recovery 

Verify Verify Confirm backup scope and recovery 
capability 

Access 
Management 

Verify Verify Review MFA and privileged account 
protection 

Security Support Verify Verify Review incident escalation 
arrangements 

Penetration Testing 
Policy 

Verify Verify Confirm authorized testing 
conditions 

The comparison should be based on current provider documentation and actual account 
configuration. 

Upgrading to a more expensive hosting plan is not automatically the correct security 
solution. 

Some weaknesses require application code changes, improved authentication, stronger 
permissions, or better operational processes rather than additional hosting services. 

4.9 Identifying Security Gaps 
After reviewing existing protections, the assessment must identify weaknesses or missing 
security measures. 

A security gap may exist when: 

• A required protection is unavailable. 

• A security feature exists but is not enabled. 

• A security control is incorrectly configured. 

• A control does not adequately address the identified threat. 

• Monitoring or alerting is insufficient. 

• Responsibilities are unclear. 
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• Security controls have not been tested or verified. 

Example Security Gap Register 

Scenario Potential Security Gap Recommended 
Improvement 

Priority 

Customer Account 
Compromise 

No MFA for sensitive 
accounts 

Implement appropriate MFA 
and strengthen login 
protections 

High 

Administrative 
Compromise 

Excessive administrative 
permissions 

Apply least-privilege access 
and stronger privileged 
authentication 

Critical 

API Data Exposure Inconsistent object-
level authorization 

Enforce authorization on 
every sensitive API operation 

Critical 

Payment 
Manipulation 

Insufficient server-side 
transaction validation 

Strengthen payment 
confirmation and transaction-
state checks 

Critical 

Malicious File 
Uploads 

Inadequate file 
validation 

Restrict file types, validate 
content and protect file 
storage 

High 

Credential 
Exposure 

Secrets exposed 
through configuration or 
source control 

Use secure secret storage, 
rotate exposed credentials 
and restrict access 

Critical 

Data Recovery 
Failure 

Backup restoration has 
not been tested 

Establish and verify recovery 
procedures 

High 

Security 
Monitoring 

Important security 
events are not recorded 
or reviewed 

Improve logging, monitoring 
and alerting 

High 

These examples illustrate possible gaps, not confirmed vulnerabilities in a particular 
website. 

The actual gap register must be based on collected evidence and the website's existing 
controls. 
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4.10 Assessing Business Impact and Risk 
Not every cybersecurity scenario represents the same level of risk. 

The assessment should consider both the likelihood of the scenario occurring and the 
consequences if it does. 

Business Impact Evaluation 

Impact Category Assessment Considerations 

Financial Potential fraud, revenue loss, recovery costs and contractual 
consequences 

Operational Website downtime, interrupted services and reduced productivity 

Information 
Security 

Exposure, manipulation or destruction of sensitive information 

Customer Trust Reduced confidence, complaints and reputational damage 

Legal and 
Regulatory 

Potential violations of applicable legal, privacy or contractual 
obligations 

Business 
Continuity 

Ability to restore essential operations following an incident 

Example Qualitative Risk Matrix 

Likelihood / Impact Low Impact Medium Impact High Impact 

High Likelihood Medium High Critical 

Medium Likelihood Low Medium High 

Low Likelihood Low Low Medium 

This matrix is an illustrative prioritization method, not a universal scoring standard. 

Organizations may adopt more detailed methodologies, including numerical scoring, 
control effectiveness, exposure and business criticality. 

The assessment should also distinguish between inherent risk, before considering 
controls, and residual risk, after considering the effectiveness of existing controls. 
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4.11 Defining Security Improvements 
After identifying and prioritizing security gaps, the assessment should recommend 
appropriate improvements. 

Security improvements can be grouped into three main categories. 

Security Control 
Type 

Purpose Examples 

Preventive 
Controls 

Reduce the likelihood of 
successful attacks. 

MFA, secure coding, access 
restrictions, input validation and 
appropriate firewall rules 

Detective 
Controls 

Identify suspicious activity or 
security incidents. 

Security logging, monitoring, 
alerts and anomaly detection 

Corrective and 
Recovery 
Controls 

Reduce the consequences of 
incidents and restore normal 
operations. 

Security patches, credential 
rotation, incident response and 
verified backups 

An effective improvement plan should identify the required action, responsible party, 
implementation priority, expected outcome, and verification method. 

Security Improvement Action Plan 

Field Description 

Scenario Reference Related cybersecurity scenario 

Identified Gap Missing or insufficient protection 

Recommended Action Required security improvement 

Responsible Party Website owner, developer, hosting provider or security team 

Priority Critical, High, Medium or Low 

Implementation Status Planned, In Progress, Implemented or Verified 

Verification Method Security test, configuration review or operational validation 

Residual Risk Risk remaining after implementation 
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This creates a structured connection between cybersecurity risks and practical 
implementation activities. 

4.12 Verification and Relationship to Penetration Testing 
Scenario-based assessment identifies potential threats and recommends security 
measures, but it does not necessarily demonstrate that a technical vulnerability exists. 

For example, an assessment may identify insecure customer account access as a 
potential risk. 

Penetration testing can then examine the authentication and authorization mechanisms to 
determine whether exploitable weaknesses exist. 

The verification method should be selected according to the type of 
control. 

Security Control Appropriate Verification Approach 

User Authentication Authorized authentication and session security testing 

User Permissions Role-based and object-level authorization testing 

API Security Controlled API security assessment 

Payment Security Sandbox transaction and business logic testing 

Hosting Firewall Configuration review and permitted non-disruptive validation 

Backup and Recovery Controlled restoration testing 

Security Monitoring Review of logging coverage and authorized alert validation 

Software Updates Dependency analysis and version verification 

Some controls, particularly business continuity and incident response arrangements, 
require operational exercises rather than penetration testing. 

The two strategies should therefore work together while maintaining their distinct 
purposes. 

4.13 Scenario-Based Security Assessment Workflow 
The recommended process follows eight stages. 

Stage Activity Deliverable 
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1 Identify Relevant Cybersecurity 
Scenarios 

Scenario register 

2 Identify Affected Website Components Component and exposure mapping 

3 Evaluate Business Impact Business impact assessment 

4 Review Existing Security Protections Hosting and application control 
inventory 

5 Identify Security Gaps Security gap register 

6 Evaluate and Prioritize Risks Risk assessment matrix 

7 Define Security Improvements Prioritized action plan 

8 Establish Verification Requirements Security validation plan 

This workflow can be repeated when the website introduces new features, changes hosting 
services, adds integrations, or experiences significant changes in its risk environment. 

4.14 Expected Deliverables 
The scenario-based assessment should produce documented outputs that can be 
reviewed by website owners, developers, IT managers, and security specialists. 

Deliverable Description 

Cybersecurity Scenario 
Register 

List of relevant attack scenarios and affected website 
components 

Business Impact 
Assessment 

Evaluation of potential operational, financial and 
information-security consequences 

Existing Security Control 
Inventory 

Documented hosting, application and operational 
protections 

Hosting Responsibility 
Assessment 

Clarification of provider and website owner 
responsibilities 

Security Gap Analysis Identified missing, insufficient or unverified controls 

Risk Prioritization Matrix Ranked scenarios and security improvement priorities 

Security Improvement 
Plan 

Recommended corrective measures, responsibilities and 
implementation priorities 
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Verification Plan Methods for confirming the effectiveness of security 
measures 

These deliverables provide the foundation for technical testing, remediation planning, and 
ongoing security improvement. 

4.15 Practical Application for Different Website Types 
The same methodology can be applied to different website categories, although the 
scenarios and priorities will vary. 

Website Type Important Scenarios Typical Assessment Focus 

Informational 
Website 

Service disruption, administrative 
compromise and unauthorized 
content modification 

Hosting protection, CMS 
security, backups and 
administrator access 

Corporate 
Website 

Data exposure, contact form abuse 
and service disruption 

Application configuration, user 
access and external 
integrations 

E-Commerce 
Website 

Customer account compromise, 
payment manipulation and 
information exposure 

Payment workflows, customer 
data and transaction security 

Digital 
Marketplace 

Unauthorized access between 
users, payment fraud and API 
abuse 

Role permissions, business 
logic, APIs and financial 
processes 

Customer 
Portal 

Account compromise and 
unauthorized customer data 
access 

Authentication, authorization 
and sensitive information 

SaaS 
Application 

Tenant isolation failure, API 
exposure and privileged access 
compromise 

Multi-tenant security, 
application logic and 
operational controls 

Website owners should select scenarios based on actual functionality and business 
requirements rather than attempting to evaluate every possible cybersecurity threat 
equally. 
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4.16 Chapter Summary 
Scenario-Based Security Assessment provides a structured approach to evaluating 
website security from a business, operational, and technical control perspective. 

The methodology begins by identifying realistic cyberattack scenarios and determining how 
they could affect website components, customer information, financial transactions, and 
business continuity. 

It then examines existing protections provided by the hosting environment and the website 
owner, identifies security gaps, and recommends improvements based on risk and 
business priorities. 

The chapter introduced twelve common cybersecurity scenarios, a reusable assessment 
framework, hosting protection evaluation, security gap analysis, risk prioritization, and 
improvement planning. 

It also demonstrated how scenario-based assessment connects to technical penetration 
testing by identifying the risks and controls that require verification. 

The central principle of Strategy 1 is to understand what could go wrong, evaluate how 
well the website is protected, and determine which improvements are necessary 
before relying on technical testing results alone. 

The next chapter explores Strategy 2 – Application Penetration Testing, including testing 
methodologies, security tools, application and API testing, authorization requirements, 
vulnerability classification, and remediation verification. 
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Chapter 5 – Strategy 2: Application Penetration Testing 

5.1 Introduction 
The previous chapter introduced Scenario-Based Security Assessment, a methodology 
designed to identify realistic cybersecurity threats, evaluate their potential business 
impact, review existing protections, and establish a prioritized security improvement plan. 

However, understanding potential risks does not necessarily confirm whether a website 
contains exploitable technical vulnerabilities. 

A website may appear well protected because it uses a reputable hosting provider, HTTPS 
encryption, firewall protection, and secure authentication services. Nevertheless, 
vulnerabilities may still exist within its application code, APIs, user permissions, database 
interactions, payment workflows, or third-party integrations. 

This is where Strategy 2 – Application Penetration Testing becomes essential. 

Application penetration testing is a controlled security assessment in which authorized 
testers evaluate a website and its supporting application components to identify and 
validate security weaknesses. 

The objective is not simply to run automated scanning tools or generate a list of potential 
vulnerabilities. It is to determine whether security weaknesses exist, understand their 
possible consequences, recommend appropriate corrective measures, and verify that 
identified vulnerabilities have been resolved. 

This chapter explains the main areas of application penetration testing, introduces 
commonly used security tools, presents a structured testing methodology, and describes 
how website owners can organize technical security assessments safely. 

The methodology is designed to be applicable across different website technologies and 
hosting environments, including traditional web hosting, managed application platforms, 
cloud infrastructure, and self-hosted environments. 

All testing must be performed with appropriate authorization and within an agreed scope. 

5.2 What Is Application Penetration Testing? 
Application penetration testing is the process of evaluating an application's security 
through controlled technical tests intended to identify vulnerabilities that could potentially 
be exploited by an attacker. 
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Testing may examine the website's visible interfaces, backend services, APIs, 
authentication mechanisms, authorization controls, business logic, and relevant security 
configurations. 

Penetration testing differs from a general vulnerability scan because it may include manual 
investigation and controlled validation of identified weaknesses. 

Understanding the Differences 

Security Activity Primary Purpose Typical Outcome 

Vulnerability 
Scanning 

Automatically identify known 
weaknesses and insecure 
configurations. 

List of potential 
vulnerabilities 

Security 
Configuration Review 

Examine application and 
infrastructure security settings. 

Configuration findings and 
recommendations 

Source Code 
Security Review 

Analyze application code for 
security weaknesses. 

Code-level findings 

Application 
Penetration Testing 

Identify and validate 
vulnerabilities through authorized 
technical testing. 

Confirmed findings and 
technical evidence 

Scenario-Based 
Security Assessment 

Evaluate realistic threats, 
business impact and existing 
protections. 

Risk assessment and 
improvement plan 

Security Retesting Verify whether identified 
vulnerabilities have been 
corrected. 

Remediation verification 
results 

These activities complement one another. 

For example, automated scanning may identify a potentially vulnerable application 
component, while manual testing determines whether the weakness is exploitable under 
the approved testing conditions. 

5.3 Can Penetration Testing Be Performed on Any Website? 
One important advantage of application penetration testing is that many assessment 
techniques are independent of the hosting provider. 
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A website hosted on GoDaddy, Vercel, AWS, Microsoft Azure, Google Cloud, or another 
provider may be assessed using similar web application security methodologies. 

However, this does not mean that every tool, testing method, or assessment activity is 
suitable for every website. 

The testing approach depends on several factors. 

Factor Why It Matters 

Website 
Technology 

Different application frameworks and content management 
systems introduce different testing requirements. 

Hosting 
Environment 

Hosting policies, platform protections and infrastructure 
limitations affect permitted testing activities. 

Application 
Functionality 

Websites with accounts, APIs, payments or file uploads require 
additional testing. 

Available Access Test accounts, administrative access and source code may 
improve assessment coverage. 

Testing 
Authorization 

The website owner and relevant service providers must permit the 
planned activities. 

Testing 
Environment 

Isolated environments support broader testing without exposing 
live services to unnecessary risk. 

Security Expertise Some vulnerabilities require specialized technical knowledge and 
manual analysis. 

The main principle is that application penetration testing methodologies are broadly 
applicable across hosting environments, but testing must be adapted to the specific 
website and its authorized scope. 

A penetration test of the website application does not automatically authorize testing the 
hosting provider's underlying infrastructure or connected third-party services. 

5.4 Main Areas of Website Penetration Testing 
The scope of penetration testing should reflect the website's architecture, functionality, 
data sensitivity, and business requirements. 
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The following table identifies the main testing domains that website 
owners should consider. 

# Testing Domain Main Security Focus 

1 Web Application Security Input validation, common web vulnerabilities and 
application behavior 

2 Authentication Security Login, password recovery, identity verification and 
session management 

3 Authorization and 
Permissions 

User roles, privileged functions and access to other 
users' information 

4 API Security Endpoint authentication, authorization, input 
validation and data exposure 

5 Database Interaction Injection weaknesses and insecure application-level 
database access 

6 Administrative Functions Privileged access, management operations and 
configuration controls 

7 Payment and Transaction 
Security 

Transaction integrity, payment confirmation and 
business logic 

8 File Upload and Storage 
Security 

File validation, access restrictions and information 
exposure 

9 Third-Party Integrations Integration configurations, credentials and trust 
boundaries 

10 Application Configuration HTTP security headers, error handling and exposed 
information 

11 Software Dependencies Known vulnerabilities in frameworks, libraries and 
packages 

12 Mobile Application 
Interfaces 

Security of shared backend APIs and mobile 
authentication flows 

Not every website requires testing in all twelve domains. 

For example, a static informational website may not have customer accounts, payment 
processing, or database-backed APIs. 
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An online marketplace, however, may require extensive testing across most of these areas. 

The assessment scope should therefore be selected according to actual functionality and 
risk. 

5.5 Understanding Common Penetration Testing Tools 
A variety of security tools are available to support website penetration testing. 

Some tools are designed for automated vulnerability discovery, while others assist with 
manual analysis, API testing, software dependency assessment, or security configuration 
review. 

No single tool provides complete security coverage. 

Common Website Security Testing Tools 

Tool Primary Purpose Typical Application 

OWASP ZAP Web application security 
testing 

Automated and manual web 
vulnerability assessment 

Burp Suite Web application and API 
security testing 

HTTP request analysis, authentication 
testing and manual validation 

Postman API development and 
testing 

API authentication, response validation 
and security test cases 

Nuclei Template-based security 
checks 

Known exposure patterns and 
configuration weaknesses 

Nikto Web server and HTTP 
security checks 

Selected web server misconfigurations 
and exposed resources 

npm audit Software dependency 
vulnerability analysis 

Known vulnerabilities in supported 
Node.js packages 

Snyk Software security analysis Dependency and supported source-
code security assessments 

SSL Labs TLS configuration 
assessment 

HTTPS and certificate configuration 
review 

Mozilla 
Observatory 

Website security 
configuration review 

HTTP security headers and browser-
facing protections 
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Some tools have free and paid versions, while others may require subscriptions for 
particular features. 

Website owners should select tools according to the assessment requirements rather than 
attempting to use every available product. 

Automated Tools Versus Manual Testing 

Automated Security Testing Manual Security Testing 

Efficient for repetitive checks and known 
vulnerability patterns 

Useful for complex authorization and 
business logic weaknesses 

Can cover many pages, endpoints or 
dependencies 

Can evaluate application-specific 
behavior and workflows 

May generate false positives or 
incomplete findings 

Requires greater expertise and 
assessment time 

Supports repeatable security checks Helps confirm the practical significance of 
findings 

Does not guarantee complete 
vulnerability coverage 

Can investigate weaknesses automated 
tools may overlook 

The strongest assessments combine appropriate automation with manual validation. 

5.6 Penetration Testing Methodologies and Standards 
Penetration testing should follow a recognized methodology rather than relying on 
unstructured tool execution. 

Several established security resources provide useful guidance. 

Framework or Resource Primary Purpose 

OWASP Web Security Testing Guide 
(WSTG) 

Structured guidance for testing web 
application security 

OWASP Top 10 Awareness of major categories of web 
application security risks 

OWASP API Security Top 10 Guidance on common API security risks 

OWASP Application Security 
Verification Standard (ASVS) 

Security requirements and verification criteria 
for applications 
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NIST SP 800-115 General guidance for technical security 
testing and assessment 

CVSS Standardized method for describing and 
scoring vulnerability severity 

These resources serve different purposes. 

For example, OWASP WSTG provides testing guidance, while OWASP ASVS can help define 
application security requirements and verification expectations. 

CVSS supports vulnerability severity assessment but should be supplemented with 
business context when prioritizing remediation. 

The assessment team should select the methodologies appropriate to the website and 
document how they are applied. 

5.7 Preparing for Penetration Testing 
Before any security testing begins, the website owner and assessment team must establish 
the necessary conditions. 

Penetration Testing Preparation Checklist 

# Requirement Description 

1 Written Authorization Formal permission from the website owner or authorized 
representative 

2 Defined Scope Approved domains, applications, APIs and functions 

3 Hosting Policy Review Confirmation of provider testing restrictions and 
requirements 

4 Testing Environment Approved production, staging or isolated environment 

5 Test Accounts Dedicated accounts representing relevant user roles 

6 Administrative Access Controlled privileged access where necessary 

7 Test Data Synthetic or appropriately protected information 

8 Integration 
Configuration 

Sandbox or controlled external service connections 
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9 Testing Restrictions Traffic limits, excluded activities and operational 
boundaries 

10 Communication Plan Responsible contacts and escalation procedures 

11 Recovery 
Arrangements 

Backups, restoration procedures and incident handling 

12 Reporting 
Requirements 

Agreed findings format, severity methodology and 
deliverables 

Testing should not begin until the scope, authorization, and operational safeguards are 
sufficiently established. 

For potentially disruptive testing, an isolated environment is strongly recommended. 

5.8 Recommended Penetration Testing Methodology 
The following methodology provides a structured approach that can be applied to different 
website types. 

Nine-Phase Penetration Testing Process 

Phase Activity Expected Outcome 

1 Scope and Authorization Approved testing plan and boundaries 

2 Environment Preparation Safe testing environment, accounts and test data 

3 Application Discovery Inventory of interfaces, endpoints and relevant 
components 

4 Automated Security 
Assessment 

Initial vulnerability and configuration findings 

5 Manual Security Testing Assessment of authentication, permissions and 
business logic 

6 Vulnerability Validation Confirmed findings supported by appropriate 
evidence 

7 Risk and Severity 
Assessment 

Prioritized technical findings 

8 Remediation and 
Retesting 

Corrected weaknesses and verified improvements 
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9 Final Reporting Security assessment report and improvement 
recommendations 

Each phase should be documented to support accountability and repeatability. 

Phase 1 – Scope and Authorization 

The assessment team confirms which website components may be tested, which 
techniques are permitted, and which systems are excluded. 

The authorization should also define testing windows, communication arrangements, and 
conditions requiring testing to stop. 

Phase 2 – Environment Preparation 

The team prepares the approved testing environment, configures test accounts, and 
verifies that testing will not unintentionally affect production information or external 
services. 

Phase 3 – Application Discovery 

The team identifies relevant application interfaces, APIs, authentication flows, user roles, 
and other components within the authorized scope. 

The resulting inventory helps establish appropriate testing coverage. 

Phase 4 – Automated Security Assessment 

Approved tools are used to identify potential vulnerabilities, known software weaknesses, 
and insecure configurations. 

Scanner settings must be appropriate for the target environment, with potentially 
disruptive tests disabled unless specifically approved. 

Phase 5 – Manual Security Testing 

Security specialists examine application behavior and investigate weaknesses that 
automated tools may not reliably identify. 

This includes authorization controls, user permissions, session handling, and business 
logic. 

Phase 6 – Vulnerability Validation 

Potential findings are reviewed to distinguish confirmed vulnerabilities from false positives, 
environmental limitations, and unverified observations. 
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Validation should use the least disruptive technique capable of establishing the finding. 

Phase 7 – Risk and Severity Assessment 

Confirmed findings are evaluated according to technical severity, exploitability, affected 
components, and business impact. 

Phase 8 – Remediation and Retesting 

The development or operations team implements corrective measures. 

The security team then verifies whether the weaknesses have been resolved and whether 
relevant functionality remains secure. 

Phase 9 – Final Reporting 

The assessment concludes with documented findings, evidence, remediation status, 
remaining risks, and recommended future actions. 

5.9 Application Authentication and Authorization Testing 
Authentication and authorization are among the most important security areas for 
websites supporting registered users. 

Although closely related, they perform different functions. 

Authentication determines who a user is. 

Authorization determines what the authenticated user is permitted to access or perform. 

Main Testing Considerations 

Security Area Questions to Evaluate 

Login Security Are authentication controls implemented securely? 

Password Recovery Can password reset processes be misused? 

Session 
Management 

Are sessions created, protected and terminated appropriately? 

MFA Is additional authentication required where justified by risk? 

User Roles Are permissions consistently enforced? 

Record Ownership Can users access another user's private records? 
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Administrative 
Access 

Are privileged functions protected by server-side authorization? 

Account Lifecycle Are disabled or deleted accounts prevented from retaining 
inappropriate access? 

A common mistake is to assume that hiding an administrative button or menu item is 
sufficient to restrict access. 

Authorization must be enforced by the application on the server side, including relevant API 
operations. 

5.10 API Security Testing 
Many modern websites depend on APIs to connect their frontend applications, backend 
services, mobile applications, and external integrations. 

An API may expose application functionality or information that is not directly visible 
through the website interface. 

For this reason, API security should be evaluated independently. 

API Security Assessment Areas 

Testing Area Main Objective 

API Authentication Verify that protected endpoints require valid 
authentication. 

Object-Level 
Authorization 

Verify that users cannot access records belonging to other 
users without permission. 

Function-Level 
Authorization 

Verify that restricted functions cannot be invoked by 
unauthorized roles. 

Input Validation Evaluate whether requests are validated appropriately. 

Data Exposure Determine whether responses disclose unnecessary or 
sensitive information. 

Rate Limiting and Abuse 
Controls 

Evaluate protections against excessive or abusive 
requests. 

API Configuration Review security settings, error responses and exposed 
information. 
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API Inventory Identify outdated, undocumented or unnecessarily 
exposed endpoints. 

Integration Security Evaluate authentication and trust boundaries between 
connected services. 

API testing should use authorized accounts and controlled test records. 

It should not involve accessing or modifying another customer's real information. 

5.11 Payment and Business Logic Testing 
Websites supporting financial transactions require additional security considerations. 

Payment security is not limited to whether the payment gateway itself is secure. 

The website must also correctly manage transaction states, amounts, payment 
confirmations, refunds, and access permissions. 

Payment Security Testing Considerations 

Security Area Main Evaluation Objective 

Payment Amount 
Integrity 

Verify that payment amounts cannot be changed without 
authorization. 

Transaction 
Verification 

Confirm that the application validates payment status through 
trusted mechanisms. 

Webhook Security Verify the authenticity and integrity of payment notifications. 

Duplicate 
Transactions 

Evaluate handling of repeated payment events and requests. 

Refund Authorization Confirm that refunds require appropriate permissions and 
validation. 

Payment Status Verify that transactions cannot be marked complete without 
valid confirmation. 

Business Workflow Evaluate the correct sequence of reservation, payment, 
fulfilment or other operations. 

Financial Records Confirm that transaction information is protected from 
unauthorized modification. 



92 
 

Testing should use payment sandbox services or controlled simulations whenever 
possible. 

Real financial transactions must not be performed without explicit authorization and 
appropriate safeguards. 

5.12 File Upload and Sensitive Information Testing 
Websites may allow customers to upload documents, images, identification information, 
or other files. 

These functions introduce security risks if uploaded content is not validated or if stored 
files are accessible without appropriate permissions. 

File and Information Security Assessment 

Testing Area Security Objective 

File Type Validation Ensure only permitted file types are accepted. 

File Content Validation Ensure files are processed safely rather than relying only on 
extensions. 

Storage Permissions Prevent unauthorized access to stored files. 

File Download 
Authorization 

Ensure users can retrieve only files they are permitted to 
access. 

Sensitive Data Exposure Prevent unnecessary disclosure through application 
responses. 

Error Handling Prevent errors from revealing sensitive implementation 
details. 

Application Logging Avoid recording passwords, tokens and unnecessary 
sensitive information. 

Temporary Files Ensure temporary or generated files are appropriately 
protected. 

These controls are particularly important for websites processing personal information, 
financial documents, or confidential business records. 
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5.13 Software Dependency and Configuration Testing 
Modern websites commonly use frameworks, libraries, packages, and external software 
components. 

Security weaknesses in these components can affect applications even when their custom 
code is otherwise well designed. 

Dependency assessment should identify known vulnerabilities and determine whether 
affected components are actually used by the application. 

Configuration assessment should review relevant application settings, exposed 
information, security headers, secrets management, and other controls. 

Assessment Area Main Objective 

Software Dependencies Identify known vulnerabilities in supported packages. 

Framework Versions Determine whether important security updates are 
required. 

Application Secrets Ensure credentials and API keys are not exposed. 

HTTP Security Headers Review relevant browser security protections. 

Debug and Error Settings Prevent unnecessary disclosure of application details. 

Administrative 
Configuration 

Restrict privileged application access. 

External Service 
Credentials 

Verify secure storage and appropriate access permissions. 

Deployment 
Configuration 

Review customer-controlled security settings and 
environment separation. 

A dependency scanner's finding should be evaluated before being treated as a confirmed 
exploitable vulnerability. 

5.14 Safe Testing Environments 
A major principle of this book is that security testing should not create unnecessary risks 
for the website being protected. 

Whenever practical, potentially disruptive testing should be performed in a temporary, 
isolated environment. 
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Such an environment may include a copy of the application, a separate database, synthetic 
test records, dedicated user accounts, and sandbox integrations. 

Production Versus Isolated Testing 

Assessment 
Consideration 

Isolated Testing 
Environment 

Production Environment 

Application 
Vulnerability Testing 

Suitable for broad 
controlled testing 

Requires careful authorization and 
operational restrictions 

Authentication 
Testing 

Suitable with dedicated 
test accounts 

Limited authorized checks may be 
appropriate 

Payment Workflow 
Testing 

Use sandbox transactions Avoid live transaction 
manipulation 

Database Testing Use synthetic information Avoid destructive or unauthorized 
data operations 

Aggressive 
Automated Scanning 

May be permitted under 
controlled conditions 

Generally unsuitable without 
specific authorization and 
safeguards 

Hosting-Specific 
Configuration 

May not reproduce 
production protections 

Requires production configuration 
review 

Operational Risk Reduced when properly 
isolated 

Potential impact on live customers 
and services 

An isolated environment should not use production credentials, unrestricted production 
integrations, or real customer data. 

It should also be recognized that a local or temporary replica cannot automatically 
reproduce all production hosting protections. 

These limitations should be documented in the assessment report. 

5.15 Vulnerability Classification and Prioritization 
After testing, identified vulnerabilities must be evaluated and prioritized. 

The assessment should distinguish between confirmed vulnerabilities, unverified findings, 
configuration observations, and informational recommendations. 

Vulnerability Severity Classification 
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Severity General Description Recommended 
Response 

Critical Severe weakness with potential for major 
compromise of important systems, data or 
business operations 

Immediate escalation and 
prioritized remediation 

High Significant weakness with substantial 
potential security impact 

Urgent corrective action 

Medium Security weakness with moderate impact or 
additional exploitation conditions 

Planned remediation 

Low Limited security exposure or relatively 
minor impact 

Address through routine 
security improvement 

Informational Observation or recommendation without a 
confirmed exploitable vulnerability 

Review and improve 
where appropriate 

Severity should consider standardized technical scoring where applicable, together with 
business impact and the website's operational context. 

A technical vulnerability affecting financial transactions or highly sensitive information may 
require a different remediation priority from a similar weakness in a low-risk function. 

5.16 Documenting Penetration Testing Findings 
A professional penetration testing report should provide enough information for website 
owners and developers to understand the issue, assess its importance, and implement 
corrective action. 

Vulnerability Finding Template 

Field Description 

Finding ID Unique reference number 

Vulnerability Title Clear description of the weakness 

Affected Component Website page, API, application function or configuration 

Severity Critical, High, Medium, Low or Informational 

Technical Description Explanation of the security weakness 

Potential Impact Possible technical and business consequences 
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Supporting Evidence Authorized test observations, with sensitive information 
redacted 

Recommended 
Remediation 

Proposed corrective action 

Responsible Party Development, operations, hosting or other assigned team 

Remediation Status Open, In Progress, Resolved or Accepted Risk 

Retesting Result Verified, Not Resolved, Partially Resolved or Not Retested 

The report should avoid including unnecessary customer information, exposed credentials, 
or other sensitive material. 

Evidence must be handled securely and shared only with authorized recipients. 

5.17 Remediation and Security Retesting 
Identifying vulnerabilities is only one part of penetration testing. 

The value of the assessment depends on whether findings are addressed and corrective 
actions are verified. 

The remediation process should follow a structured workflow. 

Stage Activity Expected Outcome 

1 Review Findings Confirm understanding of the reported 
vulnerabilities. 

2 Assign Responsibilities Identify the teams responsible for corrective action. 

3 Prioritize Remediation Address vulnerabilities according to risk and business 
impact. 

4 Implement Corrections Apply code changes, configuration updates or 
additional controls. 

5 Perform Functional 
Testing 

Verify that website functionality remains operational. 

6 Conduct Security 
Retesting 

Confirm whether the vulnerabilities have been 
resolved. 
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7 Document Remaining 
Risks 

Record unresolved findings and approved risk 
decisions. 

8 Approve Deployment Release verified improvements through controlled 
procedures. 

A vulnerability should not be considered resolved solely because a developer reports that a 
code change has been completed. 

Where practical, the security team should independently verify the correction. 

5.18 Expected Penetration Testing Deliverables 
The assessment should produce a clear set of outputs that support both technical 
remediation and management decisions. 

Deliverable Description 

Penetration Testing Plan Approved testing scope, methodology, tools 
and restrictions 

Application and API Inventory Documented testing targets and coverage 

Automated Assessment Results Relevant scanner findings and configuration 
observations 

Validated Vulnerability Report Confirmed technical weaknesses and 
supporting evidence 

Severity and Risk Assessment Prioritized findings based on technical and 
business impact 

Remediation Action Register Required corrective actions, ownership and 
implementation status 

Security Retesting Report Verification of completed corrective actions 

Executive Security Summary High-level findings, major risks and 
improvement priorities 

Final Security Improvement 
Recommendations 

Remaining actions and future assessment 
requirements 

These deliverables should be maintained as part of the website's ongoing security 
management records. 
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5.19 Relationship to Strategy 1 
Strategy 1 and Strategy 2 provide different but connected forms of security evidence. 

Strategy 1 identifies realistic cybersecurity scenarios, evaluates potential business 
consequences, and recommends protective measures. 

Strategy 2 examines application components and technical controls to determine whether 
vulnerabilities exist and whether corrective actions are effective. 

Combined Assessment Example 

Security Concern Strategy 1 Contribution Strategy 2 Contribution 

Customer Account 
Compromise 

Evaluate the potential impact on 
customers and business 
operations. 

Validate authentication and 
session security controls. 

Administrative 
Compromise 

Assess potential website 
takeover and operational 
consequences. 

Test privileged authentication 
and authorization. 

API Data Exposure Evaluate confidentiality and 
business risks. 

Validate object-level and 
function-level authorization. 

Payment 
Manipulation 

Assess financial and 
transactional consequences. 

Test payment workflow 
integrity in a controlled 
environment. 

Sensitive File 
Exposure 

Evaluate privacy and 
information-security impact. 

Test file access restrictions 
and download authorization. 

Software 
Vulnerabilities 

Evaluate the business 
significance of affected 
components. 

Identify and validate relevant 
dependency weaknesses. 

Combining the two strategies produces a stronger basis for security decisions because 
technical findings can be interpreted within the website's business context. 

5.20 Chapter Summary 
Application Penetration Testing provides the technical validation component of the website 
security assessment framework. 
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It uses authorized security testing, automated tools, manual analysis, and recognized 
methodologies to identify and validate vulnerabilities within website applications and 
supporting components. 

The chapter introduced the major penetration testing domains, commonly used security 
tools, recognized testing frameworks, a nine-phase assessment methodology, vulnerability 
classification, reporting, remediation, and retesting. 

It also explained why testing must be adapted to the website's architecture and hosting 
environment, and why appropriate authorization and operational safeguards are essential. 

Although many application security tools can be used across different hosting providers, 
no single tool or testing method guarantees complete website security. 

The central principle of Strategy 2 is to identify technical security weaknesses, 
validate their significance safely, implement appropriate corrective actions, and verify 
that those improvements are effective. 

Together with Strategy 1, application penetration testing provides a structured foundation 
for understanding cybersecurity risks and strengthening website security. 

The next chapter examines Building a Safe Security Testing Environment, including 
website replication, isolated databases, test accounts, sandbox integrations, testing 
infrastructure, and the controls required to protect production services during security 
assessments. 
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Chapter 6 – Building a Safe Security Testing 
Environment 
 

6.1 Introduction 
One of the most important decisions when conducting website security assessments and 
penetration testing is determining where the testing activities should take place. 

Many website owners operate only one website environment: the live production website 
used by customers, employees, and business partners. 

Conducting extensive security testing directly against this environment can introduce 
operational risks. Automated scanners may generate significant traffic, certain tests may 
affect application behavior, and poorly controlled testing activities could modify 
information or interrupt business services. 

For this reason, this book recommends a practical approach: 

Replicate the website in a temporary, isolated security testing environment before 
conducting potentially disruptive security assessments. 

This approach allows website owners, developers, and security specialists to examine 
application vulnerabilities, authentication mechanisms, APIs, user permissions, database 
interactions, and business workflows without unnecessarily exposing the production 
website to testing risks. 

The replicated environment can be hosted on a local computer, a virtual machine, a 
dedicated server, or an isolated cloud service, depending on the website's technical 
architecture. 

The objective is not necessarily to reproduce the hosting provider's entire infrastructure. 
Instead, it is to create a sufficiently representative copy of the website application and its 
supporting components so that meaningful security testing can be conducted safely. 

This chapter explains how to plan, create, configure, validate, and operate such an 
environment. 

It also addresses an important limitation: not every website can be replicated completely. 
Managed platforms, proprietary website builders, and certain third-party services may 
restrict what can be copied or independently hosted. 
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The recommended methodology must therefore be adapted to the website's actual 
technology and available access. 

6.2 Why Website Replication Is Important 
Website replication creates a separate environment in which security testing can be 
performed without directly interacting with live customer services. 

This separation is especially valuable when the website processes sensitive information, 
supports financial transactions, or performs important business operations. 

Benefits of Website Replication 

Benefit Description 

Production Protection Reduces the likelihood that security testing will disrupt the live 
website. 

Customer Data 
Protection 

Allows testing with synthetic information instead of real 
customer records. 

Controlled Testing Provides an environment where testing tools and activities can 
be managed. 

Vulnerability 
Investigation 

Allows security specialists to examine findings without 
affecting production operations. 

Security Remediation Supports implementation and testing of corrective measures. 

Repeatable 
Assessments 

Enables security tests to be repeated after application 
changes. 

Developer 
Collaboration 

Allows developers and security assessors to investigate issues 
together. 

Recovery and 
Restoration 

Supports environment snapshots and restoration after testing. 

Reduced Operational 
Risk 

Separates potentially disruptive activities from normal 
business operations. 

Website replication does not automatically make testing risk-free. The environment must 
be correctly isolated, and all connected services must be reviewed to prevent unintended 
interaction with production systems. 
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6.3 Understanding Website Environments 
Before creating a security testing environment, it is important to distinguish between the 
different environments commonly used in website development and operations. 

Environment Main Purpose Typical Characteristics 

Production Operates the live website for 
customers and business 
users. 

Real information, live transactions 
and operational integrations 

Development Supports application 
development and functional 
changes. 

Developer-controlled code, test 
configurations and changing 
functionality 

Staging Validates application 
releases before production 
deployment. 

Production-like configuration with 
controlled test information 

Security Testing Supports vulnerability 
assessment and penetration 
testing. 

Isolated application, test data, 
authorized tools and controlled 
integrations 

Local 
Development 

Runs the application on a 
developer's computer. 

Local runtime, limited external 
dependencies and developer 
access 

Temporary Cloud 
Testing 

Hosts a short-term test 
deployment. 

Dedicated cloud resources and 
configurable isolation 

For smaller websites, a dedicated security testing environment may also serve as a staging 
environment. 

However, potentially disruptive penetration testing should not interfere with ordinary 
development or release validation. 

The appropriate arrangement depends on the website's complexity, available resources, 
and security requirements. 

6.4 The Recommended Website Replication Architecture 
The proposed architecture separates the live production website from the security testing 
environment. 



104 
 

The testing environment contains an authorized copy of the application and uses 
dedicated test resources. 

Recommended Architecture 

Component Production Environment Security Testing Environment 

Website 
Application 

Live application used by 
customers 

Authorized copy of application code 
or supported website export 

Hosting Existing hosting provider Local computer, virtual machine, 
dedicated server or isolated cloud 

Database Production database Separate database containing 
synthetic information 

User Accounts Real customer and 
administrator accounts 

Dedicated test accounts 

Authentication Live authentication services Test identities and sandbox 
configurations 

Payment 
Services 

Live payment processing Sandbox payment services or 
controlled simulations 

File Storage Customer documents and 
production files 

Separate storage containing test 
files 

Email Services Live customer 
communications 

Test email service or local email 
capture 

External APIs Operational integrations Sandbox services, mocks or 
approved test integrations 

Security Tools Restricted production 
verification only 

Authorized security scanning and 
penetration testing 

Logging Production operational and 
security logs 

Dedicated test logs and security 
observations 

Backups Production backup and 
recovery arrangements 

Test snapshots and restoration 
procedures 

The two environments must remain logically separated. 
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In particular, the testing environment must not use production credentials or unrestricted 
access to production databases, file storage, payment services, or customer 
communication systems. 

6.5 Can Every Website Be Replicated? 
Not every website can be replicated using the same approach. 

The feasibility of replication depends on the website's technology, hosting model, available 
source code, database access, and external dependencies. 

Website Replication Feasibility 

Website Type Replication Approach Main Considerations 

Static HTML 
Website 

Copy authorized website files and 
run them locally or on a test server. 

Usually straightforward when 
source files are available. 

WordPress 
Website 

Create a separate WordPress 
installation and migrate website files, 
themes, plugins and appropriately 
sanitized data. 

Requires attention to database 
references, plugins, licences 
and external services. 

PHP / MySQL 
Website 

Deploy application code to a 
compatible server and configure a 
separate database. 

Requires compatible PHP 
versions, extensions and 
server configuration. 

Node.js / 
Next.js 
Website 

Deploy source code and 
dependencies in a compatible 
runtime. 

Requires environment 
variables, backend services 
and integration configuration. 

Python / 
Django 
Website 

Reproduce application 
dependencies and configure a test 
database. 

Requires compatible runtime, 
services and settings. 

ASP.NET 
Website 

Deploy the application using a 
compatible .NET environment. 

Requires application 
configuration and supporting 
services. 

Java-Based 
Website 

Deploy the application with the 
required Java runtime and services. 

Requires compatible 
dependencies and application 
server configuration. 
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Cloud-Native 
Application 

Reproduce relevant application 
services in an isolated cloud or local 
environment. 

May require multiple services, 
containers and network 
configurations. 

Proprietary 
Website 
Builder 

Use the provider's supported 
duplication, preview or staging 
capabilities. 

Source code and independent 
hosting may not be available. 

SaaS-Based 
Website 

Use a provider-supported sandbox or 
test tenant where available. 

Full application replication 
may be impossible. 

Important distinction: Copying a website's visible pages is not equivalent to replicating 
the functioning application. 

A security testing environment may require access to the backend application, database 
structure, authentication configuration, APIs, and supporting services. 

Where full replication is not possible, website owners should use provider-supported 
staging or sandbox capabilities and document any testing limitations. 

6.6 Step 1 – Identify the Website's Technical Components 
Before replicating a website, the owner or development team should document its 
technical architecture. 

The objective is to understand which components must be reproduced and which external 
services can be replaced with test equivalents. 

Website Replication Information Checklist 

# Component Information Required 

1 Website Hosting Provider, hosting model and service plan 

2 Website Technology CMS, framework or programming language 

3 Source Code Repository or authorized application files 

4 Runtime 
Requirements 

Required software versions and dependencies 

5 Database Database technology, structure and configuration 

6 Authentication Login methods, user roles and identity integrations 

7 APIs Internal and external API connections 
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8 Payment Services Payment gateways and supported sandbox environments 

9 File Storage Storage locations, permissions and file-processing 
services 

10 Email Services Email provider and test delivery options 

11 Background Processes Scheduled tasks, queues and automated workflows 

12 Security Configuration Application security settings and relevant hosting controls 

13 Deployment Process How the application is built and deployed 

14 Backup and Recovery Available backups, snapshots and restoration procedures 

This information becomes the technical foundation for the replication plan. 

6.7 Step 2 – Select the Testing Infrastructure 
A security testing environment does not necessarily require an additional commercial 
hosting subscription. 

For many websites, a local computer or virtual machine may provide sufficient resources 
for initial testing. 

However, the appropriate infrastructure depends on the application's technical 
requirements. 

Testing Infrastructure Options 

Infrastructure 
Option 

Advantages Limitations 

Local Computer Low additional cost, direct 
control and convenient for 
small applications 

May not reproduce production 
networking or managed hosting 
features 

Virtual Machine Isolated operating system, 
snapshots and controlled 
configuration 

Requires sufficient computer 
resources and administration 

Container-Based 
Environment 

Repeatable application and 
service configuration 

Requires container expertise 
and compatible application 
architecture 
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Dedicated Test 
Server 

Greater resource availability 
and centralized team access 

Additional infrastructure and 
maintenance costs 

Temporary Cloud 
Environment 

Flexible resources and support 
for complex architectures 

Usage costs and cloud 
configuration responsibilities 

Hosting Provider 
Staging 

May closely resemble the 
production platform 

Availability and isolation depend 
on the provider and service plan 

Recommended Selection Approach 

For a small static website, a local web server may be sufficient. 

For a WordPress website, a local WordPress installation or isolated staging environment 
may be appropriate. 

For a modern application with APIs and a database, a virtual machine or container-based 
environment may provide greater flexibility. 

For complex cloud-native applications, an isolated cloud environment may be necessary to 
reproduce relevant service behavior. 

The goal is to select the simplest environment that can safely support meaningful security 
testing. 

6.8 Step 3 – Replicate the Website Application 
Once the testing infrastructure is ready, the website application can be deployed. 

The replication process should use authorized source files, repositories, backups, exports, 
or supported staging features. 

Application Replication Workflow 

Stage Activity Expected Result 

1 Obtain Authorized 
Application Files 

Approved source code, application export or 
website backup 

2 Prepare Compatible Runtime Required application software and 
dependencies installed 

3 Deploy Application Website application installed in the testing 
environment 
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4 Configure Environment 
Settings 

Test-specific application configuration 

5 Connect Test Database Application connected only to dedicated test 
data 

6 Configure Test Integrations External services connected to sandbox or mock 
systems 

7 Create Test Accounts Authorized users representing relevant roles 

8 Verify Website Functionality Main pages, APIs and workflows operate 
correctly 

9 Confirm Isolation No unintended connection to production 
resources 

10 Approve Testing Readiness Environment authorized for security assessment 

The replicated application should use the same relevant software versions and security 
configurations as the production application wherever practical. 

However, sensitive production secrets must be replaced with dedicated testing 
credentials. 

Important: Avoid Unnecessary Application Changes 

The purpose of replication is to create a representative security testing target. 

Unnecessary changes to application code, dependencies, authentication mechanisms, or 
business logic may produce misleading assessment results. 

Where changes are required to replace production services with test equivalents, those 
differences should be documented. 

6.9 Step 4 – Replicate the Database Safely 
Databases frequently contain some of the most sensitive information processed by a 
website. 

They may store customer profiles, transactions, business records, authentication-related 
information, and application configuration. 

Copying a production database directly into a testing environment can introduce serious 
privacy and security risks. 
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The recommended approach is to create a separate database with synthetic information. 

Database Replication Requirements 

Requirement Recommended Approach 

Database Technology Use the same database engine where practical. 

Database Structure Reproduce relevant tables, collections, indexes and 
relationships. 

Test Records Generate synthetic customer and business information. 

User Roles Create dedicated test users with different permissions. 

Transaction Data Use artificial transactions and test identifiers. 

Sensitive 
Information 

Avoid transferring real customer information. 

Database 
Credentials 

Create separate testing credentials. 

Network Access Restrict access to authorized testing components. 

Backups Maintain snapshots for restoration after testing. 

Data Cleanup Remove test information when the environment is retired. 

Where production-like data distributions are required, carefully designed synthetic 
datasets are preferable. 

If sanitized production-derived data is considered necessary, the organization must assess 
privacy, authorization, and re-identification risks before using it. 

6.10 Step 5 – Configure Authentication and Test Accounts 
Security testing often requires access to multiple user roles. 

For example, an e-commerce website may include customers, sellers, support employees, 
and administrators. 

A meaningful authorization assessment must evaluate whether each role can access only 
the information and functions permitted to it. 
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Example Test Account Matrix 

Test Account Role Testing Purpose 

Guest Unauthenticated 
Visitor 

Public access and restricted function testing 

Customer A Registered Customer Authentication and access to owned records 

Customer B Registered Customer Cross-account authorization testing 

Business 
User 

Company or Seller Business permissions and workflow testing 

Support User Operational Employee Limited administrative permissions 

Administrator Privileged User Administrative access and sensitive 
operations 

Disabled User Deactivated Account Account lifecycle and access restriction 
testing 

The actual account matrix should reflect the website's available roles. 

Test accounts should not use real customer identities or production credentials. 

If the application uses Google, Microsoft, or other identity providers, the assessment 
should use dedicated test applications or tenants where supported. 

6.11 Step 6 – Isolate External Integrations 
Modern websites frequently depend on third-party services. 

These integrations may include payment gateways, email platforms, cloud storage, identity 
providers, analytics, messaging systems, and AI services. 

A replicated website must not automatically connect to the same production integrations 
used by the live website. 

External Integration Isolation 

Integration Type Recommended Testing Configuration 

Payment Gateway Official sandbox or test-mode account 

Email Service Test mailbox, sandbox account or local email capture 
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SMS Provider Sandbox service or simulated message delivery 

File Storage Separate storage account or test bucket 

Identity Provider Test application, tenant or supported sandbox 

External APIs Approved test endpoints or controlled mock services 

Analytics Separate testing property or disabled tracking 

Background Jobs Disabled, simulated or isolated scheduled execution 

Webhooks Dedicated testing endpoints with test credentials 

AI Services Separate test credentials and synthetic prompts or information 

Some third-party services do not offer sandbox environments. 

In such cases, controlled mocks or simulations may be used for relevant application 
testing. 

However, simulations cannot validate every behavior of a real external service. Such 
limitations must be documented. 

6.12 Step 7 – Install and Configure Security Testing Tools 
After the website and its supporting services are operational, the security testing tools can 
be prepared. 

The tools should be installed on an authorized testing workstation or within the isolated 
testing infrastructure. 

Security Testing Tool Preparation 

Tool Category Example Tools Preparation Requirement 

Web Application 
Testing 

OWASP ZAP, Burp Suite Configure the approved testing target 
and scope. 

API Testing Postman Configure test endpoints and 
authentication credentials. 

Vulnerability 
Checks 

Nuclei Select appropriate templates and safe 
execution settings. 

Web Configuration 
Review 

Nikto Restrict checks to approved targets. 
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Dependency 
Assessment 

npm audit, Snyk Use the authorized application 
dependency information. 

TLS Configuration SSL Labs Use only approved publicly accessible 
endpoints. 

HTTP Security 
Review 

Mozilla Observatory Review appropriate public website 
configurations. 

Application Logging Application-specific 
logging tools 

Enable appropriate test logging 
without exposing secrets. 

Automated testing must be configured to avoid unintended production targets. 

Aggressive or destructive tests should only be performed where explicitly authorized and 
where suitable safeguards exist. 

6.13 Step 8 – Verify Environment Isolation 
Creating a separate website copy does not automatically guarantee isolation. 

The application may still contain references to production databases, live payment 
services, email providers, storage accounts, or scheduled tasks. 

Before security testing begins, the team must verify that these connections have been 
replaced or appropriately restricted. 

Environment Isolation Checklist 

Control Verification Requirement 

Production Database Testing environment cannot connect to or modify production 
records. 

Production 
Credentials 

No production secrets or privileged credentials are used. 

Payment Gateway All transactions use sandbox or simulated payment services. 

Email Delivery Test emails cannot reach unintended real customers. 

File Storage Uploaded files are stored separately from production content. 

External APIs Integrations use authorized test services or controlled 
simulations. 



114 
 

Scheduled Jobs Background processes cannot trigger live business operations. 

Domain 
Configuration 

Testing domain or local hostname is clearly separated from 
production. 

Network Access Access to production services is restricted appropriately. 

Logging Testing logs are stored separately and do not expose secrets. 

Recovery Testing environment can be restored after failed or disruptive 
tests. 

Access Permissions Only authorized personnel can access the testing environment. 

A failed isolation check should be resolved before testing proceeds. 

6.14 Step 9 – Validate the Replicated Website 
Before penetration testing begins, the team should confirm that the replicated website 
operates sufficiently like the production application. 

The objective is not to achieve identical infrastructure performance, but to ensure that the 
components relevant to the assessment behave correctly. 

Functional Validation Checklist 

Testing Area Validation Requirement 

Website Pages Important pages load correctly. 

User Registration Test accounts can be created where applicable. 

User Authentication Login and logout functions operate correctly. 

User Permissions Different test roles have the expected access. 

APIs Relevant endpoints respond correctly. 

Database Operations Test records can be created, updated and retrieved. 

File Uploads Test files are processed and stored correctly. 

Payment Workflows Sandbox transactions follow the expected business process. 

External Integrations Test services or mocks operate as intended. 

Administrative 
Functions 

Authorized test administrators can perform relevant 
operations. 
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Error Handling Application errors can be observed and investigated safely. 

Logging Relevant application and security events are recorded. 

Any differences between production and the replicated environment should be 
documented. 

These differences help determine which findings can be considered representative and 
which require additional validation. 

6.15 Important Limitations of Website Replication 
Website replication provides significant security and operational benefits, but it does not 
replace every form of production security assessment. 

Some security controls depend on the actual hosting provider, production network, domain 
configuration, or external services. 

Security Areas That May Require Separate Verification 

Security Area Why Replication May Be 
Insufficient 

Recommended Approach 

Hosting Provider 
DDoS Protection 

Local testing does not 
reproduce the provider's 
infrastructure protections. 

Review provider documentation 
and enabled controls. 

Hosting Firewall 
and WAF 

Production rules may differ 
from local configurations. 

Review production security 
settings and approved logs. 

CDN and Edge 
Security 

Requests may follow different 
routes in the replicated 
environment. 

Review edge configuration and 
permitted verification results. 

Production TLS Local certificates may differ 
from production certificates. 

Conduct authorized production 
TLS configuration checks. 

Domain and DNS 
Security 

Testing domains may use 
different DNS settings. 

Review production DNS and 
domain configurations. 

Cloud Identity and 
Permissions 

Test accounts may not 
reproduce every production 
permission. 

Review production identity and 
access configurations. 
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Managed 
Database Security 

Local databases may not 
reproduce provider-managed 
controls. 

Review managed database 
configuration and access 
restrictions. 

Third-Party 
Integrations 

Sandbox behavior may differ 
from live services. 

Review production integration 
configuration and provider 
documentation. 

Production 
Monitoring 

Test logs may not reflect 
operational monitoring 
coverage. 

Review actual monitoring, 
alerting and retention settings. 

The recommended approach is therefore to combine comprehensive isolated application 
testing with separate, authorized verification of production-specific security controls. 

6.16 Practical Replication Examples 
The following examples illustrate how the methodology can be adapted to different website 
technologies. 

Example 1 – WordPress Website 

A WordPress website owner may create a separate WordPress installation on a local 
computer or staging server. 

The testing environment can include the relevant themes, plugins, configuration and a 
synthetic database. 

Security testing can then focus on WordPress configuration, authentication, user 
permissions, plugin vulnerabilities, file handling and other applicable areas. 

The owner must also verify whether licensed plugins and external services support use in a 
separate environment. 

Example 2 – Custom Web Application 

A custom application developed using technologies such as Node.js, Python, PHP or 
ASP.NET may be replicated using its authorized source code and compatible runtime. 

The testing environment should include a separate database, test user accounts, sandbox 
integrations and appropriate application configurations. 

Security testing can then evaluate authentication, APIs, business logic, file processing and 
other relevant components. 
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Example 3 – Cloud-Hosted Application 

An application hosted on AWS, Microsoft Azure or Google Cloud may use several managed 
services. 

The testing environment may require separate cloud resources or local substitutes for the 
relevant application components. 

However, local substitutes may not reproduce the security behavior of managed cloud 
services. 

Cloud-specific identity, networking, logging and security configurations should therefore be 
reviewed separately. 

Example 4 – Proprietary Website Builder 

A website built using a proprietary hosted platform may not provide access to its complete 
application source code or infrastructure. 

In this situation, the owner should investigate whether the provider offers staging, 
duplication, preview or sandbox capabilities. 

The assessment should focus on the customer-controlled configuration, custom code, 
integrations and functionality within the authorized scope. 

The provider remains responsible for security aspects of its proprietary platform according 
to the applicable service arrangement. 

6.17 Replication Versus Direct Production Testing 
Website owners may wonder whether replication is always necessary. 

The answer depends on the type of security testing and the website's operating conditions. 

Comparing the Two Approaches 

Consideration Replicated Testing 
Environment 

Direct Production Testing 

Operational 
Disruption Risk 

Generally lower with proper 
isolation 

Potentially higher 

Customer 
Information 

Synthetic data can be used Real customer information may 
be present 
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Destructive Testing Can be considered under 
strict controls 

Generally inappropriate 

Application 
Vulnerability Testing 

Suitable for broad 
assessment 

Limited to approved activities 

Production 
Configuration 

May not be fully 
representative 

Reflects actual deployed 
settings 

Hosting Security 
Controls 

Requires separate 
verification 

Can review actual enabled 
controls 

Testing Flexibility Greater control over 
environment and recovery 

Restricted by operational and 
provider policies 

Cost May require temporary 
infrastructure 

May avoid replication costs but 
introduces operational risk 

Repeatability Suitable for regular testing 
and remediation 

Requires careful scheduling and 
safeguards 

The recommended approach is to use a replicated environment for potentially 
disruptive application testing and reserve production assessment for necessary, 
explicitly authorized, non-disruptive verification. 

For websites that cannot be replicated, the testing scope should be adjusted to the 
available provider-supported environments and permitted assessment methods. 

6.18 Security Testing Environment Preparation Workflow 
The complete environment preparation process can be summarized in ten stages. 

Stage Activity Main Deliverable 

1 Identify Website Architecture Website component inventory 

2 Assess Replication Feasibility Replication approach and limitations 

3 Select Testing Infrastructure Approved local, virtual or cloud environment 

4 Replicate Application Operational application copy 

5 Create Test Database Isolated database with synthetic records 

6 Configure Test Accounts Role-based testing account matrix 
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7 Isolate External Integrations Sandbox and mock service configuration 

8 Prepare Security Testing Tools Approved testing tools and configurations 

9 Verify Isolation and Functionality Completed readiness checklist 

10 Approve Testing Environment Formal authorization to begin testing 

This workflow provides a repeatable method for preparing security assessments across 
different website technologies. 

6.19 Expected Deliverables 
The environment preparation process should produce a documented set of outputs. 

Deliverable Description 

Website Architecture 
Inventory 

Identification of application components and 
supporting services 

Replication Feasibility 
Assessment 

Selected approach and documented limitations 

Testing Environment 
Architecture 

Diagram of the production and testing environments 

Testing Infrastructure 
Inventory 

Servers, software, databases and relevant resources 

Application Configuration 
Record 

Test-specific settings and dependencies, excluding 
secret values 

Test Account Matrix Defined testing roles and permissions 

Integration Isolation Register Documented sandbox, mock and disabled 
integrations 

Security Tool Configuration Approved testing tools and target restrictions 

Environment Isolation 
Checklist 

Evidence that testing is separated from production 

Functional Readiness Report Confirmation that relevant application functions 
operate correctly 

Testing Authorization Record Approval to commence security testing 
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These deliverables support controlled testing and help future assessment teams 
reproduce the environment when required. 

6.20 Chapter Summary 
Building a safe security testing environment is one of the most important practical steps in 
website cybersecurity assessment. 

Rather than performing potentially disruptive security testing directly against a live website, 
the recommended approach is to create a temporary, isolated replica of the application 
and its relevant supporting components. 

The replicated environment should use dedicated infrastructure, synthetic data, separate 
user accounts, sandbox integrations, and appropriate security controls. 

This chapter explained how to identify website components, evaluate replication feasibility, 
select testing infrastructure, reproduce application functionality, isolate databases and 
external services, prepare security testing tools, and validate the environment before 
testing begins. 

It also highlighted that not every website can be replicated completely. Proprietary 
platforms, managed cloud services, and hosting-specific security protections may require 
alternative testing arrangements or separate production configuration reviews. 

The most important principle is that replication must preserve the security-relevant 
behavior of the application while preventing unintended interaction with live systems. 

Website replication is not simply a technical convenience. It is a practical risk-
reduction strategy that enables more controlled, repeatable, and effective security 
assessment. 

By establishing a safe testing environment, website owners can support both scenario-
based security assessment and application penetration testing while protecting their 
customers and business operations. 

The next chapter introduces Security Testing & Implementation Workflow, explaining 
how the two assessment strategies can be executed together, how findings should be 
managed, and how security improvements move from testing through remediation, 
retesting, and controlled production deployment. 

database and sandbox integrations, and the final testing readiness checks—all in our 
established blue-background design.  
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Chapter 7 – Security Testing & Implementation 
Workflow 
 

7.1 Introduction 
The previous chapters introduced the main elements of website cybersecurity assessment, 
including hosting security responsibilities, scenario-based security assessment, 
application penetration testing, and the preparation of an isolated security testing 
environment. 

Each element contributes to website security. However, their effectiveness depends on 
how they are organized and implemented as part of a coordinated process. 

A website owner may identify potential cybersecurity risks, conduct vulnerability scans, or 
implement security improvements without establishing a clear relationship between these 
activities. 

This can lead to incomplete assessments, duplicated work, unresolved vulnerabilities, or 
security changes being introduced into production without sufficient validation. 

For this reason, website security assessment should follow a structured implementation 
workflow that connects risk identification, technical testing, corrective action, and 
production verification. 

The objective of this chapter is to provide a practical, end-to-end methodology for 
conducting website security assessments and implementing security improvements 
safely. 

The recommended workflow begins with understanding the website and preparing a secure 
testing environment. It then combines the two assessment strategies, consolidates 
findings, implements corrective measures, and verifies the results before and after 
production deployment. 

The methodology is designed to be adaptable to different website technologies, hosting 
providers, organizational structures, and levels of technical expertise. 

7.2 The Integrated Security Assessment Approach 
The framework developed in this book combines three essential elements: 
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1. Hosting Security Review: Understand the security capabilities provided by the 
hosting environment and the responsibilities remaining with the website owner. 

2. Strategy 1 – Scenario-Based Security Assessment: Identify realistic cybersecurity 
threats, evaluate their business impact, and determine required protections. 

3. Strategy 2 – Application Penetration Testing: Identify and validate technical 
vulnerabilities through authorized security testing. 

These activities are supported by an isolated testing environment and a structured 
remediation and implementation process. 

Integrated Security Assessment Framework 

Component Main Purpose Expected Outcome 

Hosting Security 
Review 

Evaluate hosting protections, 
service plans, configurations and 
shared responsibilities. 

Hosting security baseline 

Website 
Replication 

Prepare a safe and isolated 
environment for testing. 

Approved security testing 
environment 

Scenario-Based 
Assessment 

Identify threats, business risks and 
security control gaps. 

Risk assessment and 
improvement 
recommendations 

Application 
Penetration 
Testing 

Validate technical weaknesses in 
application components. 

Technical vulnerability 
findings 

Findings 
Consolidation 

Combine business risks and 
technical evidence. 

Prioritized security 
improvement plan 

Security 
Remediation 

Implement corrective measures. Improved security controls 
and application 
configuration 

Security Retesting Verify that weaknesses have been 
corrected. 

Validated remediation 
results 

Production 
Deployment 

Release approved security 
improvements. 

Updated production website 
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Production 
Verification 

Confirm relevant live 
configurations and operational 
behavior. 

Production security 
verification record 

Continuous 
Monitoring 

Maintain security through reviews, 
alerts and periodic assessments. 

Ongoing security 
improvement 

The framework should be treated as an iterative process rather than a one-time project. 

7.3 The Recommended Security Implementation Workflow 
The complete methodology is organized into ten stages. 

Ten-Stage Security Assessment & Implementation Workflow 

Stage Activity Primary Objective Main Deliverable 

1 Assessment Initiation & 
Authorization 

Establish ownership, scope, 
permissions and 
responsibilities. 

Approved 
assessment plan 

2 Website & Hosting 
Security Review 

Understand the application 
architecture and hosting 
protections. 

Website security 
baseline 

3 Website Replication & 
Environment 
Preparation 

Establish an isolated and 
representative testing 
environment. 

Validated testing 
environment 

4 Strategy 1 – Scenario-
Based Assessment 

Evaluate cyberattack 
scenarios and business risks. 

Scenario and risk 
register 

5 Strategy 2 – Application 
Penetration Testing 

Identify and validate technical 
vulnerabilities. 

Penetration testing 
findings 

6 Findings Consolidation 
& Prioritization 

Combine risks, vulnerabilities 
and security gaps. 

Prioritized 
remediation plan 

7 Security Remediation & 
Improvements 

Implement required security 
corrections. 

Updated application 
and security controls 

8 Security Retesting & 
Validation 

Verify corrective actions and 
relevant functionality. 

Retesting report 
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9 Production 
Deployment & 
Verification 

Deploy approved changes and 
verify production-specific 
protections. 

Deployment and 
verification record 

10 Continuous Security 
Monitoring & Review 

Maintain security through 
ongoing assessment. 

Security monitoring 
and improvement 
plan 

These stages establish a consistent process that website owners can follow independently 
or with the support of developers and cybersecurity specialists. 

7.4 Stage 1 – Assessment Initiation & Authorization 
Every security assessment should begin with formal preparation. 

The website owner must identify the objectives of the assessment, the systems involved, 
and the individuals or organizations authorized to perform the work. 

This stage establishes the boundaries within which all subsequent activities must operate. 

Initiation Requirements 

Requirement Description 

Website Identification Website name, domain, purpose and owner 

Assessment Objectives Security concerns and expected outcomes 

Authorized Scope Approved applications, APIs, domains and environments 

Excluded Systems Infrastructure or third-party services outside the approved 
scope 

Hosting Provider Policies Applicable testing permissions and restrictions 

Testing Team Authorized internal or external assessors 

Operational Restrictions Permitted activities, traffic limits and testing windows 

Communication 
Arrangements 

Responsible contacts and escalation procedures 

Incident Handling Conditions for suspending testing and responding to 
unexpected effects 
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Reporting Requirements Expected assessment outputs and confidentiality 
arrangements 

Written authorization should be obtained before active security testing begins. 

The assessment plan should also establish how sensitive findings, credentials, and testing 
evidence will be protected. 

Stage 1 Deliverable: Approved Security Assessment Plan. 

7.5 Stage 2 – Website & Hosting Security Review 
The next stage establishes an understanding of the website's architecture and existing 
security protections. 

This includes identifying the hosting provider, subscription plan, application technologies, 
databases, authentication mechanisms, APIs, external integrations, and administrative 
functions. 

The assessment should also determine which security controls are managed by the 
hosting provider and which remain under the website owner's responsibility. 

Security Baseline Review 

Review Area Information to Collect 

Hosting Provider Provider name, service model and subscription plan 

Infrastructure 
Protection 

Firewall, DDoS mitigation and applicable network controls 

Application 
Architecture 

Frontend, backend, framework and runtime 

Database Database technology, access controls and hosting 
arrangements 

Authentication Login methods, identity providers and MFA 

Authorization User roles, permissions and privileged functions 

APIs Exposed endpoints and integration boundaries 

Payment Services Payment gateways and transaction workflows 

Sensitive Information Types of information stored or processed 
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Monitoring Available logs, alerts and security monitoring 

Backup & Recovery Backup arrangements and restoration procedures 

Security Maintenance Software updates and dependency management 

This review provides the technical and operational baseline needed to design the 
assessment. 

Stage 2 Deliverable: Website Architecture & Hosting Security Baseline. 

7.6 Stage 3 – Website Replication & Environment Preparation 
This stage implements the replication methodology introduced in Chapter 6. 

The objective is to prepare a controlled environment where application security testing can 
be conducted without unnecessarily affecting the live website. 

The environment should reproduce the security-relevant behavior of the application while 
separating testing resources from production. 

Environment Preparation Activities 

Activity Description 

Replicate Application Deploy an authorized copy of the website application. 

Prepare Test Database Create a separate database with synthetic information. 

Configure Test 
Accounts 

Establish relevant user roles and administrative test accounts. 

Isolate Integrations Use sandbox payment, email, storage and external API 
services. 

Configure Testing 
Tools 

Install approved security testing tools and restrict their targets. 

Enable Test Logging Capture relevant security events and application behavior. 

Verify Isolation Confirm that testing cannot unintentionally affect production 
resources. 

Validate Functionality Ensure relevant application functions operate correctly. 

Document 
Differences 

Record deviations from production that may affect test results. 
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Approve Readiness Confirm the environment is suitable for authorized testing. 

A temporary local environment may be sufficient for simple websites. 

More complex applications may require virtual machines, containers, dedicated servers, or 
isolated cloud resources. 

Where full replication is impossible, the assessment must document the limitations and 
use suitable provider-supported alternatives. 

Stage 3 Deliverable: Approved Security Testing Environment. 

7.7 Stage 4 – Strategy 1: Scenario-Based Security Assessment 
Once the website architecture and existing protections are understood, the assessment 
team evaluates realistic cybersecurity scenarios. 

This stage focuses on identifying what could go wrong, how the website and business could 
be affected, and whether current security controls provide sufficient protection. 

Scenario-Based Assessment Activities 

Activity Expected Outcome 

Identify Relevant Threat 
Scenarios 

Scenario register 

Map Affected Website 
Components 

Component exposure mapping 

Evaluate Business Impact Financial, operational and information-security 
consequences 

Review Hosting Protections Relevant hosting security controls 

Review Application Protections Existing authentication, authorization and 
application controls 

Identify Security Gaps Missing or insufficient security measures 

Evaluate Risk Likelihood and business impact assessment 

Recommend Improvements Risk-based security actions 

Define Verification 
Requirements 

Security tests or operational checks needed 
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The assessment should consider the twelve common scenarios introduced in Chapter 4, 
selecting those relevant to the website. 

Additional scenarios should be included where required by the website's business model 
or technical architecture. 

Stage 4 Deliverable: Cybersecurity Scenario Register & Risk Assessment. 

7.8 Stage 5 – Strategy 2: Application Penetration Testing 
This stage performs authorized technical security testing against the approved website 
environment. 

The assessment uses appropriate automated tools, manual testing, and recognized 
security methodologies to identify and validate vulnerabilities. 

The scope should reflect the website's functionality and the risks identified during Strategy 
1. 

Penetration Testing Activities 

Testing Area Main Objective 

Web Application Identify common application security weaknesses. 

Authentication Evaluate login, password recovery and session controls. 

Authorization Verify user permissions and access restrictions. 

APIs Test endpoint authentication, authorization and data 
exposure. 

Database Interaction Evaluate application-level database security. 

Administrative Functions Validate privileged access controls. 

Payment Workflows Verify transaction integrity using sandbox services. 

File Uploads Assess file validation and storage access. 

Third-Party Integrations Review application-controlled integration security. 

Application 
Configuration 

Evaluate relevant security settings and exposed 
information. 

Dependencies Identify relevant known software vulnerabilities. 
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Business Logic Examine application-specific workflows and restrictions. 

Testing tools should be selected according to the assessment objectives. 

Automated scanning results should be reviewed and validated before being reported as 
confirmed vulnerabilities. 

The testing team must follow the approved scope and operational safeguards throughout 
the assessment. 

Stage 5 Deliverable: Application Penetration Testing Report. 

7.9 Stage 6 – Findings Consolidation & Prioritization 
After completing both assessment strategies, the findings should be consolidated into a 
unified security improvement register. 

This is an important stage because business risks and technical vulnerabilities may 
overlap. 

For example, Strategy 1 may identify unauthorized customer data access as a critical 
business concern, while Strategy 2 may identify a specific API authorization weakness 
contributing to that risk. 

These findings should be linked rather than managed as unrelated issues. 

Unified Security Findings Register 

Field Description 

Finding ID Unique reference number 

Source Scenario assessment, penetration testing or configuration 
review 

Security Concern Description of the risk or vulnerability 

Affected 
Component 

Application, API, database, integration or hosting configuration 

Business Impact Potential consequences 

Technical Severity Vulnerability severity where applicable 

Risk Priority Overall remediation priority 

Existing Controls Relevant protections already implemented 
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Required Action Recommended corrective measure 

Responsible Party Assigned owner 

Target Date Planned remediation deadline 

Status Open, In Progress, Resolved or Accepted Risk 

Verification Required validation and retesting 

Prioritization Considerations 

Security improvements should be prioritized according to: 

• Severity of confirmed vulnerabilities. 

• Potential business and customer impact. 

• Exposure of affected systems. 

• Likelihood of exploitation. 

• Sensitivity of affected information. 

• Effectiveness of existing protections. 

• Availability of compensating controls. 

• Operational dependencies and implementation effort. 

Critical security risks should be escalated promptly. 

Stage 6 Deliverable: Unified Security Findings & Remediation Plan. 

7.10 Stage 7 – Security Remediation & Improvements 
The remediation stage focuses on correcting identified vulnerabilities and strengthening 
insufficient security controls. 

Depending on the findings, corrective measures may involve application code changes, 
authentication improvements, authorization fixes, configuration updates, dependency 
upgrades, monitoring improvements, or hosting security changes. 

Common Remediation Categories 

Remediation Category Example Improvements 

Application Code Correct insecure input handling and application logic. 
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Authentication Strengthen login security, sessions and appropriate MFA. 

Authorization Enforce server-side access controls and least privilege. 

API Security Improve endpoint authentication, validation and permissions. 

Database Security Restrict database access and secure application queries. 

Payment Security Strengthen transaction verification and payment workflows. 

File Security Improve file validation and storage permissions. 

Hosting Security Configure available WAF, firewall and monitoring controls. 

Dependency Security Update vulnerable libraries and frameworks. 

Monitoring Improve security logging, alerting and incident detection. 

Backup & Recovery Strengthen recovery arrangements and restoration procedures. 

Changes should be implemented through controlled development and change-
management procedures. 

Where practical, security improvements should first be applied and evaluated in the 
isolated testing environment. 

Stage 7 Deliverable: Implemented Security Improvements. 

7.11 Stage 8 – Security Retesting & Validation 
Security improvements must be verified before they are considered complete. 

A code change, configuration update, or software upgrade does not automatically prove 
that the original vulnerability has been resolved. 

Retesting should confirm that the weakness is no longer present under the relevant test 
conditions. 

It should also verify that corrective changes have not introduced significant functional 
problems or related security weaknesses. 

Retesting Requirements 

Verification Activity Purpose 

Vulnerability Retesting Confirm that the original weakness has been corrected. 

Functional Testing Ensure relevant website functions still operate correctly. 
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Authorization Testing Verify that permissions remain properly enforced. 

Authentication Testing Confirm that login and session controls behave correctly. 

API Testing Validate affected endpoints and related operations. 

Transaction Testing Verify financial or business workflow integrity. 

Configuration Review Confirm that security settings are correctly applied. 

Regression Testing Identify unintended effects of security changes. 

Residual Risk Review Document unresolved findings and remaining exposure. 

Retesting Status Classification 

Status Meaning 

Verified 
Resolved 

The corrective action has been validated successfully. 

Partially 
Resolved 

Some aspects have been corrected, but weaknesses remain. 

Not Resolved The original weakness remains present. 

Not Retested Verification has not yet been completed. 

Risk Accepted An authorized decision has been made to accept the documented 
residual risk. 

Risk acceptance should not be treated as equivalent to vulnerability remediation. 

Stage 8 Deliverable: Security Retesting & Validation Report. 

7.12 Stage 9 – Production Deployment & Verification 
After security improvements have been validated, approved changes can be deployed to 
the production website. 

Production deployment should follow the organization's established release procedures. 

The objective is to introduce security improvements without unnecessarily disrupting 
website operations or affecting customer information. 
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Production Deployment Controls 

Control Description 

Change Approval Obtain authorization for the production release. 

Deployment Package Confirm the approved application version and configuration 
changes. 

Backup & Recovery Verify appropriate recovery arrangements before deployment. 

Deployment Window Schedule changes according to operational requirements. 

Configuration Review Confirm production-specific settings are correct. 

Functional 
Verification 

Validate essential website functions after deployment. 

Security Verification Confirm relevant fixes and security controls. 

Monitoring Review errors, security events and application behavior. 

Rollback Plan Establish a procedure for reversing problematic changes. 

Deployment Record Document changes, approvals and verification results. 

Production-Specific Security Verification 

Some protections cannot be fully validated in an isolated testing environment. 

Examples include: 

• Hosting provider firewall and WAF configuration. 

• Production TLS and domain security. 

• Cloud identity and access settings. 

• Managed database access controls. 

• Production security logging and monitoring. 

• CDN and edge security configuration. 

• Backup and recovery arrangements. 

These controls should be reviewed through approved configuration checks and, where 
necessary, limited authorized production testing. 
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Potentially disruptive testing should not be introduced into production merely to reproduce 
the conditions of the isolated environment. 

Stage 9 Deliverable: Production Deployment & Security Verification Record. 

7.13 Stage 10 – Continuous Security Monitoring & Review 
Website security does not end after vulnerabilities have been corrected and improvements 
deployed. 

Websites continue to evolve through application updates, new features, software 
dependencies, hosting changes, and external integrations. 

New vulnerabilities may also be discovered in technologies already in use. 

For this reason, security assessment should become part of the website's normal 
operational lifecycle. 

Continuous Security Activities 

Activity Purpose Suggested Trigger 

Security Monitoring Identify suspicious activity and 
operational security events. 

Ongoing 

Dependency Review Identify known vulnerabilities in 
application software. 

Regularly and after 
important security 
advisories 

Access Review Verify user and administrator 
permissions. 

Periodically and after role 
changes 

Hosting Security 
Review 

Confirm relevant provider 
protections and configuration. 

After hosting changes and 
periodically 

Backup Verification Confirm that essential 
information can be restored. 

According to recovery 
requirements 

Application Security 
Testing 

Reassess application 
vulnerabilities. 

After significant changes 
and periodically 

API Security Review Evaluate new or modified 
endpoints. 

Following API changes 
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Security Scenario 
Review 

Identify emerging business and 
technical threats. 

Periodically and after major 
business changes 

Incident Response 
Review 

Evaluate preparedness and 
lessons learned. 

After incidents and 
scheduled exercises 

Security 
Improvement 
Review 

Track unresolved findings and 
planned controls. 

Regular management review 

The frequency of these activities should reflect the website's risk level, complexity, 
business importance, and available resources. 

Stage 10 Deliverable: Continuous Security Monitoring & Improvement Plan. 

7.14 Roles and Responsibilities 
A structured security workflow requires clear responsibilities. 

For smaller websites, one individual or service provider may perform several roles. For 
larger organizations, responsibilities may be distributed across specialized teams. 

Security Implementation Responsibility Matrix 

Role Primary Responsibilities 

Website Owner Authorize the assessment, approve priorities and accept 
business risk decisions. 

Hosting Provider Deliver contracted hosting protections and support applicable 
security requirements. 

Development Team Prepare application replication, explain technical architecture 
and implement application fixes. 

Security Assessment 
Team 

Conduct authorized assessments, validate vulnerabilities and 
perform retesting. 

IT / Operations Team Support infrastructure, monitoring, environment isolation and 
deployment. 

Business 
Management 

Review major risks, approve resources and oversee 
improvement priorities. 
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External Service 
Providers 

Support approved sandbox integrations and service-specific 
security requirements. 

Responsibilities should be documented before testing begins. 

7.15 Security Implementation Governance 
Security assessments may involve sensitive application information, privileged accounts, 
confidential findings, and changes to operational systems. 

Appropriate governance helps ensure that these activities remain controlled and 
accountable. 

Essential Governance Controls 

Governance Area Requirement 

Authorization Written approval before active testing 

Scope Management Clear boundaries and excluded systems 

Access Control Least-privilege access for testing personnel 

Confidentiality Protection of findings, credentials and sensitive information 

Environment 
Isolation 

Separation of testing and production resources 

Change Management Controlled remediation and production deployment 

Evidence 
Management 

Secure handling of technical testing evidence 

Risk Management Documented prioritization and residual risk decisions 

Incident Escalation Defined response procedures for unexpected testing impacts 

Accountability Assigned owners for findings and corrective actions 

Verification Independent or appropriately controlled confirmation of 
remediation 

Documentation Complete assessment and implementation records 

These controls support safe execution and provide evidence that the security improvement 
process has been managed responsibly. 
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7.16 Measuring Security Implementation Progress 
Website owners should be able to monitor whether the security assessment and 
remediation process is progressing effectively. 

A simple dashboard can help management understand outstanding vulnerabilities, 
remediation progress, testing coverage, and verification status. 

Recommended Security KPIs 

KPI Measurement Objective 

Total Security Scenarios 
Assessed 

Number of relevant cybersecurity scenarios 
evaluated 

High-Risk Scenarios Number of scenarios requiring high-priority action 

Total Vulnerabilities Identified Number of validated technical vulnerabilities 

Critical Vulnerabilities Open Number of unresolved critical findings 

High-Severity Vulnerabilities 
Open 

Number of unresolved high-severity findings 

Remediation Completion Rate Percentage of findings marked resolved 

Retesting Success Rate Percentage of retested findings verified as resolved 

Average Remediation Time Average time required to correct vulnerabilities 

Overdue Security Actions Number of corrective actions past their target dates 

Testing Coverage Percentage of planned components and test cases 
completed 

Production Verification Status Completion of approved production security checks 

Residual Risk Register Number and severity of documented remaining risks 

These KPIs should be interpreted carefully. 

For example, a lower number of reported vulnerabilities does not necessarily indicate 
stronger security if testing coverage is incomplete. 

Similarly, a finding should not contribute to the verified remediation rate until the 
correction has been successfully retested. 
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7.17 Final Security Assessment Deliverables 
At the end of the implementation workflow, the website owner should receive a 
consolidated set of security assessment records. 

Final Deliverables 

# Deliverable Description 

1 Security Assessment Plan Scope, authorization, methodology and 
responsibilities 

2 Website Architecture & Hosting 
Review 

Application components and hosting security 
baseline 

3 Testing Environment 
Documentation 

Replication architecture, isolation and 
readiness records 

4 Scenario-Based Risk Assessment Relevant threats, business impact and security 
gaps 

5 Penetration Testing Report Validated technical vulnerabilities and evidence 

6 Unified Findings Register Consolidated risks and vulnerabilities 

7 Security Remediation Plan Corrective actions, priorities and ownership 

8 Retesting Report Verification of implemented corrections 

9 Production Deployment Record Approved changes and deployment details 

10 Production Security Verification Results of production-specific security checks 

11 Residual Risk Register Outstanding risks and documented decisions 

12 Continuous Security 
Improvement Plan 

Monitoring, reassessment and future actions 

These deliverables provide a complete record of the assessment and support future 
security reviews. 
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7.18 Practical Example: Applying the Workflow to an E-Commerce 
Website 
Consider an e-commerce website that supports customer registration, online shopping, 
payment processing, and order management. 

The website owner wants to evaluate its cybersecurity posture without disrupting customer 
transactions. 

Example Implementation 

Stage Example Activity 

1. Initiation Define scope covering the website, customer accounts, APIs 
and payment workflows. 

2. Hosting Review Review hosting security capabilities, WAF configuration and 
database protections. 

3. Replication Create an isolated website copy with synthetic customer and 
order information. 

4. Scenario 
Assessment 

Evaluate account compromise, payment manipulation, data 
exposure and service disruption. 

5. Penetration Testing Test authentication, authorization, APIs and sandbox payment 
workflows. 

6. Findings 
Consolidation 

Combine business risks with validated technical weaknesses. 

7. Remediation Correct identified authorization weaknesses and strengthen 
payment verification. 

8. Retesting Confirm the vulnerabilities are resolved and shopping 
workflows still function. 

9. Production 
Deployment 

Release approved changes and verify production 
configurations. 

10. Continuous 
Review 

Monitor security events and reassess the application after 
significant updates. 

This example illustrates how the framework connects business risks, technical 
assessment, and controlled implementation. 
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The same workflow can be adapted to informational websites, corporate portals, customer 
applications, digital marketplaces, and other online services. 

7.19 Chapter Summary 
This chapter introduced a complete security assessment and implementation workflow 
designed to connect all major elements of the framework presented in this book. 

The methodology begins with authorization and a review of website architecture and 
hosting protections. 

It then establishes a safe testing environment, conducts the two complementary security 
assessment strategies, consolidates findings, and implements corrective measures. 

Security improvements are retested before controlled production deployment, followed by 
verification of production-specific configurations and ongoing security monitoring. 

The chapter also introduced practical governance controls, responsibilities, security KPIs, 
and final assessment deliverables. 

The framework can be adapted to different website technologies and hosting providers, 
provided that testing activities remain appropriately authorized and operational risks are 
controlled. 

The central principle is that identifying vulnerabilities is only the beginning. Effective 
website security requires a complete process that connects assessment, 
remediation, verification, production implementation, and continuous improvement. 

The next and final chapter, Chapter 8 – Security Reporting & Continuous Improvement, 
will explain how to communicate assessment results, present management dashboards, 
track security improvements, and establish an ongoing website security program. 
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Chapter 8 – Security Reporting & Continuous 
Improvement 
 

8.1 Introduction 
Website security assessment does not end when vulnerabilities have been identified, 
penetration testing has been completed, or corrective measures have been implemented. 

The real value of a cybersecurity assessment depends on how effectively its findings are 
documented, communicated, prioritized, resolved, and monitored over time. 

A website owner may receive a technical penetration testing report containing dozens of 
vulnerabilities, but without a clear understanding of their business impact, remediation 
priorities, responsible parties, and verification status, the report may provide limited 
practical value. 

Similarly, a scenario-based security assessment may identify important cybersecurity 
risks, but these risks must be translated into actionable improvements and measurable 
security objectives. 

This chapter introduces a structured approach to security reporting and continuous 
improvement, bringing together the results of the two assessment strategies presented 
throughout this book. 

The objective is to transform cybersecurity assessment results into a practical 
security management process that website owners, developers, IT teams, and 
business decision-makers can understand and maintain. 

The chapter also introduces security dashboards, key performance indicators (KPIs), 
remediation tracking, periodic reassessment, and continuous monitoring. 

These practices help ensure that security improvements remain effective as websites 
evolve, technologies change, and new cybersecurity threats emerge. 

8.2 Why Security Reporting Matters 
Security reporting provides the connection between technical assessment activities and 
business decisions. 
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A professional security report should do more than list vulnerabilities. It should explain 
what was assessed, which risks were identified, how those risks could affect the website, 
what corrective actions are required, and whether improvements have been verified. 

Main Objectives of Security Reporting 

Objective Description Expected Benefit 

Security Visibility Present the website's assessed 
security posture. 

Better understanding of 
security exposure 

Risk Communication Explain potential business and 
technical consequences. 

Informed management 
decisions 

Vulnerability 
Documentation 

Record confirmed technical 
weaknesses. 

Clear remediation 
requirements 

Accountability Assign responsibilities for 
corrective actions. 

Improved ownership and 
follow-up 

Remediation Tracking Monitor the progress of security 
improvements. 

Reduced unresolved 
exposure 

Verification Document whether corrective 
measures are effective. 

Greater confidence in 
completed actions 

Historical Records Maintain previous assessment 
results. 

Support future reviews and 
comparisons 

Continuous 
Improvement 

Identify recurring weaknesses 
and emerging risks. 

More effective long-term 
security management 

Security reporting should be understandable to both technical and nontechnical 
audiences. 

8.3 The Two Levels of Security Reporting 
The framework recommends separating security reporting into two complementary levels. 

Level 1 – Executive Security Report 

The executive report is intended for website owners, business management, and decision-
makers. 

It focuses on the overall security posture, major risks, business impact, remediation 
progress, and decisions requiring management attention. 
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Level 2 – Technical Security Report 

The technical report is intended for developers, security specialists, and IT operations 
teams. 

It provides detailed vulnerability descriptions, affected components, supporting evidence, 
remediation guidance, and retesting results. 

Reporting Comparison 

Reporting Area Executive Report Technical Report 

Audience Website owners and 
management 

Developers, IT and security 
specialists 

Main Focus Business risk and security 
status 

Technical findings and corrective 
actions 

Security Scenarios High-level risk overview Detailed scenario and control 
analysis 

Vulnerabilities Severity and business 
impact summary 

Individual findings and technical 
evidence 

Hosting Security Major gaps and required 
decisions 

Configuration details and 
responsibility boundaries 

Remediation Priorities, ownership and 
progress 

Technical correction requirements 

Retesting Overall verification status Individual vulnerability retesting 
results 

KPIs Management dashboard Detailed operational metrics 

Recommendations Strategic improvement 
priorities 

Specific technical and operational 
actions 

Both reports should be based on the same assessment evidence to maintain consistency. 

8.4 Recommended Executive Security Report Structure 
The executive report should provide a concise but meaningful overview of the website's 
cybersecurity status. 

Executive Report Sections 
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Section Main Content 

1. Assessment Overview Website identification, objectives and 
assessment period 

2. Scope & Limitations Systems reviewed, testing coverage and excluded 
areas 

3. Hosting Security Summary Hosting protections, shared responsibilities and 
important gaps 

4. Scenario-Based Assessment 
Summary 

Major cybersecurity scenarios and business risks 

5. Penetration Testing Summary Confirmed vulnerabilities by severity 

6. Security Risk Overview Critical and high-priority concerns 

7. Remediation Progress Corrective actions completed and outstanding 

8. Retesting Results Verification of implemented improvements 

9. Residual Risks Remaining risks and required decisions 

10. Recommendations Immediate and longer-term security priorities 

The executive report should avoid unnecessary technical complexity while accurately 
communicating the seriousness and limitations of the findings. 

A useful executive report answers four questions: 

1. How secure is the website based on the assessment performed? 

2. What are the most important risks? 

3. What actions are required, and who is responsible? 

4. What has been corrected, and what remains unresolved? 

An assessment should not be described as proof that a website is completely secure. 

Its conclusions are limited to the systems, conditions, methods, and period covered by the 
assessment. 

8.5 Recommended Technical Security Report Structure 
The technical report provides the detailed information required to investigate and correct 
security weaknesses. 
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It should clearly distinguish between confirmed vulnerabilities, potential risks, 
configuration observations, and areas that could not be tested. 

Technical Report Sections 

Section Description 

Assessment Scope Approved systems, applications, APIs and testing 
boundaries 

Testing Environment Production, staging or isolated replication details 

Methodology Testing standards, techniques and tools used 

Testing Coverage Components and functions assessed 

Vulnerability Findings Confirmed weaknesses and affected components 

Technical Evidence Controlled test observations supporting findings 

Severity Assessment Technical severity and relevant business context 

Remediation 
Recommendations 

Required corrective actions 

Retesting Results Verification of completed corrections 

Limitations Areas not tested and environmental differences 

Remaining Risks Unresolved or partially resolved security concerns 

Technical evidence must be protected appropriately. 

Reports should not unnecessarily expose customer information, passwords, 
authentication tokens, or sensitive system details. 

8.6 Consolidating Results from Both Strategies 
One of the most important features of the proposed framework is the integration of 
scenario-based assessment and penetration testing findings. 

Strategy 1 identifies cybersecurity scenarios and business risks. 

Strategy 2 identifies and validates technical vulnerabilities. 

The reporting process should connect these results wherever possible. 
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Integrated Security Findings Example 

Security 
Concern 

Strategy 1 
Finding 

Strategy 2 Finding Recommended 
Action 

Customer 
Account 
Compromise 

Risk of 
unauthorized 
account access 

Authentication 
weakness identified 

Strengthen 
authentication 
controls 

API Data 
Exposure 

Risk of customer 
information 
disclosure 

Authorization 
weakness confirmed 

Correct server-side 
API authorization 

Payment 
Manipulation 

Risk of fraudulent 
transactions 

Transaction validation 
weakness identified 

Improve payment 
verification logic 

Administrative 
Compromise 

High business 
impact from 
privileged access 

Insecure 
administrative session 
control 

Strengthen privileged 
authentication and 
session protection 

Service 
Disruption 

Business 
continuity 
exposure 

No exploitable 
application weakness 
confirmed within the 
tested scope 

Review hosting 
resilience and 
recovery controls 

Data Recovery 
Failure 

Potential inability 
to restore 
essential 
information 

Not directly assessed 
through penetration 
testing 

Conduct backup 
restoration exercises 

The examples above are illustrative and do not represent findings from an actual website. 

The integrated approach ensures that business risks are not ignored simply because they 
are not directly detectable by penetration testing tools. 

8.7 The Unified Security Findings Register 
A unified findings register should serve as the central record for cybersecurity risks, 
vulnerabilities, corrective actions, and verification results. 

It may be maintained in a spreadsheet, project management system, security platform, or 
dedicated dashboard. 
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Recommended Security Findings Register 

Field Description 

Finding ID Unique identifier 

Assessment Source Scenario assessment, penetration testing or security review 

Finding Title Short description 

Affected Component Application, API, database, hosting or integration 

Risk Description Explanation of the security concern 

Business Impact Potential consequences 

Technical Severity Applicable vulnerability severity 

Risk Priority Overall remediation priority 

Existing Controls Relevant protections 

Recommended Action Required improvement 

Responsible Party Assigned owner 

Target Resolution Date Planned completion date 

Implementation Status Open, In Progress, Resolved or other agreed status 

Verification Status Not Tested, Verified, Failed or Partially Verified 

Residual Risk Remaining exposure after corrective action 

Last Review Date Most recent assessment or status update 

This register supports reporting, accountability, trend analysis, and management 
dashboards. 

8.8 Understanding Vulnerability Severity and Business Priority 
Vulnerability severity and remediation priority are related, but they are not always identical. 

Technical severity describes the characteristics and potential impact of a vulnerability. 

Business priority considers additional factors, including the importance of the affected 
website function, exposure, customer information, operational dependencies, and 
available protections. 
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Severity and Priority Considerations 

Technical 
Severity 

General Meaning Typical Management 
Attention 

Critical Potential for severe compromise or 
major impact 

Immediate escalation 

High Significant security weakness Urgent remediation 

Medium Moderate security exposure Planned corrective action 

Low Limited security impact Routine improvement 

Informational Observation or recommended 
enhancement 

Review as appropriate 

An organization may assign higher remediation priority to a medium-severity vulnerability if 
it affects an essential business operation. 

Similarly, a technically severe vulnerability may require contextual evaluation if the 
affected component is not reachable or if strong compensating controls exist. 

Risk decisions should be documented and approved by an appropriate authority. 

8.9 Security Remediation Tracking 
Once security findings have been documented, the next responsibility is ensuring that 
corrective actions are completed. 

Remediation tracking provides visibility into the implementation status of each security 
improvement. 

Recommended Remediation Statuses 

Status Description 

Open Finding has been recorded but remediation has not started. 

Assigned Responsible party has been identified. 

In Progress Corrective action is being implemented. 

Ready for Retesting Remediation is completed and awaiting verification. 

Verified Resolved Correction has passed security retesting. 
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Partially Resolved Some aspects remain unresolved. 

Reopened A previously resolved finding has failed verification or recurred. 

Risk Accepted Authorized decision to accept documented residual risk. 

Not Applicable Finding determined not to apply, with documented justification. 

A finding should not be treated as verified merely because its implementation status is 
marked complete. 

Implementation and security verification should be recorded separately. 

8.10 Security Dashboards for Website Owners 
Security dashboards provide a visual summary of the website's cybersecurity status. 

They can help website owners and managers quickly identify critical vulnerabilities, 
overdue corrective actions, assessment coverage, and progress over time. 

A dashboard does not need to be technically complex. 

For smaller websites, a spreadsheet-based dashboard may be sufficient. 

Larger organizations may use dedicated security management platforms or business 
intelligence tools. 

Recommended Dashboard Categories 

Dashboard Category Information Displayed 

Executive Overview Overall risk status, critical issues and improvement 
progress 

Cybersecurity Scenarios Scenarios assessed, risk levels and security gaps 

Penetration Testing Vulnerabilities identified by severity and component 

Hosting Security Hosting protections, configuration gaps and 
responsibilities 

Remediation Management Open, in-progress, overdue and verified actions 

Retesting & Verification Retesting results and outstanding verification 

Website Components Security findings by application area or technology 

Continuous Monitoring Security events, reviews and recurring issues 
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Security Improvement 
Roadmap 

Planned improvements, priorities and milestones 

The dashboard should distinguish measured results from estimated risks and unverified 
observations. 

8.11 Recommended Security KPIs 
Key performance indicators help organizations measure security assessment progress and 
improvement effectiveness. 

The following KPIs can be applied to websites of different sizes. 

A. Assessment Coverage KPIs 

KPI Measurement 

Scenarios Assessed Number of cybersecurity scenarios evaluated 

Scenario Coverage Assessed scenarios ÷ planned scenarios × 100 

Components Tested Number of website components assessed 

Testing Coverage Completed planned test cases ÷ total planned test cases × 
100 

Hosting Controls 
Reviewed 

Number of applicable hosting security controls evaluated 

Unassessed Components Number of important components awaiting assessment 

B. Vulnerability KPIs 

KPI Measurement 

Total Confirmed 
Vulnerabilities 

Number of validated security weaknesses 

Critical Vulnerabilities Number of confirmed critical findings 

High-Severity 
Vulnerabilities 

Number of confirmed high-severity findings 

Open Vulnerabilities Number of findings awaiting verified remediation 
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New Vulnerabilities Number of newly identified findings during the reporting 
period 

Reopened Vulnerabilities Number of previously resolved findings requiring 
renewed action 

C. Remediation KPIs 

KPI Measurement 

Remediation Completion 
Rate 

Verified resolved findings ÷ findings requiring remediation 
× 100 

Average Remediation Time Average elapsed time from finding confirmation to verified 
resolution 

Overdue Remediation 
Actions 

Number of actions exceeding approved deadlines 

Critical Findings Overdue Number of critical findings exceeding their approved 
deadlines 

Remediation Backlog Number of outstanding corrective actions 

Risk Acceptance Count Number of formally accepted unresolved risks 

D. Verification KPIs 

KPI Measurement 

Retesting Completion Rate Findings retested ÷ findings ready for retesting × 100 

Retesting Success Rate Findings verified resolved ÷ findings retested × 100 

Failed Retesting Count Number of findings that remain unresolved after 
retesting 

Production Verification 
Completion 

Completed planned production checks ÷ planned 
checks × 100 

Regression Issues Number of new issues identified following 
remediation 
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E. Continuous Security KPIs 

KPI Measurement 

Security Reviews 
Completed 

Number of planned reviews completed 

Dependency 
Vulnerabilities 

Number of known relevant vulnerabilities in software 
dependencies 

Backup Restoration 
Success 

Successful restoration exercises ÷ attempted exercises × 
100 

Security Monitoring 
Coverage 

Percentage of defined critical events covered by logging 
and alerting 

Access Reviews 
Completed 

Number of scheduled permission reviews completed 

Repeat Findings Number of recurring security weaknesses 

KPI calculations should use clearly defined reporting periods, consistent data sources, and 
documented counting rules. 

For example, a finding reopened after unsuccessful retesting should not continue to count 
as verified resolved. 

8.12 Example Executive Security Dashboard 
The following example illustrates how an executive dashboard might present security 
assessment results. 

The figures are fictional and provided only to demonstrate the reporting format. 

Illustrative Security Dashboard 

Indicator Example 
Result 

Management Interpretation 

Cybersecurity Scenarios 
Assessed 

12 of 12 Planned scenario assessment 
completed 

Website Components 
Tested 

9 of 10 One component remains unassessed 
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Confirmed Vulnerabilities 24 Findings require tracking and 
remediation 

Critical Vulnerabilities Open 2 Immediate management attention 
required 

High-Severity Vulnerabilities 
Open 

4 Urgent corrective actions required 

Findings Verified Resolved 15 Remediation has been validated for 
these findings 

Findings Awaiting Retesting 3 Verification work remains 

Overdue Remediation 
Actions 

2 Responsible parties should review 
delays 

Production Security 
Verification 

80% Some planned checks remain 
incomplete 

Backup Restoration Test Passed Tested recovery procedure completed 
successfully 

An executive dashboard should highlight meaningful changes and unresolved risks rather 
than relying only on a single overall security score. 

A website may show strong remediation progress while still containing an unresolved 
critical vulnerability. 

8.13 Security Improvement Roadmap 
Security assessment findings should be converted into an improvement roadmap that 
identifies immediate, short-term, and longer-term actions. 

The roadmap helps website owners allocate resources and establish realistic 
implementation priorities. 

Example Security Improvement Roadmap 

Time 
Horizon 

Primary Focus Example Activities 

Immediate Address urgent security 
exposure 

Contain active threats, correct critical 
vulnerabilities and protect privileged accounts 



157 
 

Short Term Resolve significant 
weaknesses 

Correct high-priority findings, strengthen API 
security and improve monitoring 

Medium 
Term 

Improve security 
maturity 

Expand automated security checks, strengthen 
recovery procedures and improve access 
reviews 

Long Term Establish sustainable 
security operations 

Integrate security into development processes, 
periodic assessments and continuous 
improvement 

These time horizons are relative and should not replace specific remediation deadlines 
based on the severity and urgency of actual findings. 

The roadmap should include assigned owners, target dates, expected outcomes, and 
verification requirements. 

8.14 Continuous Security Monitoring 
Continuous security monitoring helps website owners identify suspicious activity, 
operational problems, and changes that may affect security. 

Monitoring should focus on events relevant to the website's functionality and business 
risks. 

Important Monitoring Areas 

Monitoring Area Example Events 

Authentication Repeated failed logins, unusual account activity and password 
reset abuse 

Administrative Access Unexpected privileged logins and sensitive configuration 
changes 

API Activity Unusual request patterns and repeated authorization failures 

Payment Operations Failed verification, duplicate events and abnormal transaction 
behavior 

File Operations Unusual uploads, downloads or access attempts 

Application Errors Unexpected failures and recurring security-related errors 

Hosting Security WAF events, traffic anomalies and provider security alerts 
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Database Access Unexpected access patterns and permission changes 

Software 
Dependencies 

New security advisories affecting installed components 

Backup Operations Failed backups and unsuccessful restoration exercises 

Monitoring should be configured to protect privacy and avoid unnecessary collection of 
sensitive information. 

Security logs must also be protected against unauthorized access or modification. 

8.15 Periodic Security Reassessment 
A website that has undergone a successful security assessment may develop new 
vulnerabilities over time. 

Changes to application code, frameworks, hosting configurations, user permissions, 
integrations, and business processes can introduce new security risks. 

For this reason, periodic reassessment should be incorporated into normal website 
operations. 

Recommended Reassessment Triggers 

Trigger Recommended Action 

Major Website Release Review affected components and perform appropriate 
security testing 

New API or Integration Assess new access paths, permissions and trust 
boundaries 

Authentication Changes Reassess login, session and account protection 

Payment Workflow Changes Reevaluate transaction security and business logic 

Hosting Migration Review shared responsibilities and new security 
configurations 

New Security Vulnerability 
Advisory 

Determine exposure and apply relevant remediation 

Security Incident Investigate root causes and reassess affected controls 

Significant Business Change Update relevant cybersecurity scenarios and priorities 
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Scheduled Security Review Repeat selected assessment activities based on risk 

Reassessment frequency should reflect the website's complexity, exposure, data 
sensitivity, and business importance. 

8.16 Integrating Security into Website Development 
Security should not be considered only after a website has been developed and deployed. 

Where possible, security requirements and verification activities should be incorporated 
into the development lifecycle. 

This approach can reduce the cost and effort associated with correcting vulnerabilities 
after production release. 

Security Activities Across Development 

Development Stage Recommended Security Activity 

Requirements Identify security requirements and relevant business risks 

Design Review architecture, trust boundaries and access controls 

Development Apply secure coding practices and dependency management 

Testing Conduct functional and appropriate security testing 

Pre-Deployment Verify security requirements and review critical findings 

Deployment Apply controlled changes and secure configurations 

Operations Monitor events, maintain software and review access 

Maintenance Reassess security following significant changes 

For smaller websites, these activities may be performed through practical checklists and 
periodic reviews. 

Larger organizations may incorporate them into formal secure software development and 
DevSecOps processes. 

8.17 Managing Residual Security Risks 
Not every identified security risk can be eliminated immediately. 

Some vulnerabilities may require significant application changes, hosting upgrades, 
replacement of external services, or longer-term development work. 
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In such cases, the remaining risk must be documented and managed. 

Residual Risk Register 

Field Description 

Risk ID Unique identifier 

Risk Description Remaining security concern 

Affected Component Website function or supporting service 

Business Impact Potential consequences 

Existing Controls Protections currently in place 

Compensating Measures Temporary or alternative protections 

Residual Risk Level Remaining risk after controls 

Risk Owner Person accountable for the risk 

Decision Remediate, mitigate, transfer where appropriate, or accept 

Approval Authorized decision-maker 

Review Date Date for reassessment 

Risk acceptance should be a documented management decision, not an automatic 
consequence of delayed remediation. 

Critical or actively exploited vulnerabilities may require urgent containment rather than 
routine risk acceptance. 

8.18 Security Reporting and Hosting Provider Responsibilities 
Hosting security remains an important part of continuous website protection. 

Website owners should periodically review the security services and protections available 
through their hosting provider. 

This includes verifying whether security features remain enabled, whether subscription 
plans have changed, and whether new protections or configuration options are available. 

Hosting Security Review Register 

Review Area Key Questions 
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Hosting 
Subscription 

Is the current service plan appropriate for the website's security 
requirements? 

Firewall & WAF Are relevant protections enabled and configured correctly? 

DDoS Protection Does the available protection meet business availability 
requirements? 

Access 
Management 

Are hosting accounts protected by appropriate authentication 
and permissions? 

Monitoring & 
Logging 

Are relevant logs and alerts available and reviewed? 

Backup & Recovery Are backup arrangements appropriate and restoration 
procedures verified? 

Security Updates Are provider-managed and customer-managed components 
maintained? 

Testing Policies Are authorized testing activities consistent with current provider 
policies? 

Incident Support Are support and escalation arrangements understood? 

Shared 
Responsibility 

Are provider and website-owner obligations documented? 

The review should rely on current provider documentation and actual account 
configurations rather than assumptions based on the provider's brand or subscription 
name. 

8.19 Establishing a Sustainable Website Security Program 
For smaller website owners, establishing a cybersecurity program may appear complicated 
or expensive. 

However, the program does not need to begin with a large security team or sophisticated 
commercial tools. 

A practical starting point can include: 

1. Maintaining an inventory of website components and integrations. 

2. Understanding hosting security responsibilities. 
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3. Reviewing relevant cybersecurity scenarios. 

4. Conducting authorized security assessments. 

5. Tracking vulnerabilities and corrective actions. 

6. Verifying important security improvements. 

7. Maintaining appropriate backups and recovery procedures. 

8. Monitoring important security events. 

9. Reviewing access permissions and software updates. 

10. Repeating assessments after significant changes. 

The objective is to establish a repeatable process that can mature as the website and 
business grow. 

For websites processing highly sensitive information, significant financial transactions, or 
essential services, professional cybersecurity expertise may be necessary to achieve 
appropriate assessment depth. 

8.20 Final Security Assessment & Improvement Cycle 
The complete security improvement process can be summarized as follows: 

Stage Main Question Expected Outcome 

Understand What website components, hosting services 
and information need protection? 

Security baseline 

Assess What cybersecurity scenarios and business 
risks are relevant? 

Risk assessment 

Test Which technical vulnerabilities exist? Validated findings 

Prioritize Which security weaknesses require attention 
first? 

Remediation priorities 

Improve What corrective measures should be 
implemented? 

Strengthened security 
controls 

Verify Have the improvements been tested 
successfully? 

Verification evidence 
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Deploy Have approved changes been implemented 
safely? 

Controlled production 
improvements 

Monitor Are new threats, vulnerabilities or security 
events emerging? 

Ongoing security visibility 

Reassess Does the website remain appropriately 
protected as it changes? 

Continuous security 
improvement 

This cycle represents the central operating model of the framework introduced throughout 
this book. 

8.21 Chapter Summary 
Security reporting and continuous improvement transform cybersecurity assessment from 
a technical exercise into an ongoing management responsibility. 

This chapter explained how to communicate assessment findings through executive and 
technical reports, consolidate scenario-based risks with penetration testing results, 
prioritize vulnerabilities, and track corrective actions. 

It also introduced security dashboards, key performance indicators, remediation registers, 
residual risk management, hosting security reviews, and continuous monitoring. 

The chapter emphasized that security improvements should be independently verified 
where practical and that unresolved risks must remain visible until appropriately 
addressed or formally accepted. 

Security assessments should also be repeated as websites evolve, new technologies are 
introduced, and emerging vulnerabilities affect existing components. 

The central principle of this chapter is that website security must be measurable, 
accountable, continuously monitored, and regularly improved. 

A successful website security program is not defined by the number of tools used or the 
number of reports produced. 

It is defined by how effectively an organization understands its risks, protects its systems, 
corrects weaknesses, verifies improvements, and maintains security over time. 

With this chapter, the book's eight main chapters are complete, providing a structured 
approach to website security assessment from hosting responsibilities and website 
replication through cybersecurity risk evaluation, penetration testing, remediation, 
production implementation, and continuous improvement. 
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