Biometric Hand Bracelets for Airport Worker Monitoring and Security Enhancement

Assem Hijazi — Experience, Knowledge & Ideas

Introduction

In highly regulated environments like airports, ensuring both security and operational efficiency is critical,
especially for workers engaged in airplane maintenance, cleaning, and other essential functions.

These workers need to be closely monitored to maintain security standards and reduce the risk of unauthorized
access to sensitive areas. Implementing a biometric hand bracelet system is a modern solution that combines
security with efficiency by tracking workers' movements in real-time, automating gate access, and integrating Al for
workflow optimization.

This system allows the enforcement of strict access control measures in critical areas while providing enhanced
visibility into worker activities.

The workers are required to wear these bracelets as soon as they enter the airport premises, and they can only be
removed in designated areas. The bracelet uses multiple biometric authentication factors, including fingerprints,
and it integrates face recognition at entry points for added security. The entire system is designed to monitor
worker movements without interfering with airport radar systems.

Implementing biometric hand bracelets in airport environments provides a powerful solution to manage and
monitor workers in sensitive areas. The system leverages Bluetooth Low Energy (BLE) and Near Field
Communication (NFC) to ensure secure, continuous tracking without interfering with radar or other critical airport
systems. The integration of Al and GenAl further enhances the system by optimizing workflows, detecting security
breaches, and improving overall operational efficiency. With the right partners and technology, this solution can
significantly enhance both security and productivity in airport operations

Technology Behind the Bracelet and Impact on Airport Systems

The bracelets use Bluetooth Low Energy (BLE) and Near Field Communication (NFC) technologies for
communication and tracking. These technologies are low-power and operate at frequencies that do not interfere
with critical airport systems like radar.

e Bluetooth Low Energy (BLE) operates in the 2.4 GHz ISM band and is commonly used for location tracking
and data transmission in environments where minimal power consumption is required. BLE beacons
placed at key points throughout the airport can communicate with the bracelets, enabling real-time
tracking of worker movements without affecting sensitive airport operations.

¢ Near Field Communication (NFC) works over very short distances (a few centimeters) and is ideal for
secure, close-range authentication, such as when workers use their bracelets to access secure areas. The
short-range nature of NFC prevents interference with other systems and provides an additional security
layer at critical checkpoints.

How the System Works

o Biometric Hand Bracelet: Each worker is assigned a bracelet with a unique biometric lock, requiring
fingerprint authentication to unlock. The bracelet can only be removed in designated areas to ensure
continuous tracking while workers are on duty.
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¢ BLE and NFC for Tracking and Authentication: BLE beacons placed around the airport track the proximity
of each worker's bracelet, allowing the system to log their movements. Workers also use NFC at key
checkpoints, tapping their bracelets to authenticate entry into restricted areas.

¢ Enhanced Security with Face Recognition: In addition to the bracelet, face recognition cameras are
installed at entry and exit points to provide an extra layer of security. Workers must match their fingerprint,
bracelet, and face to gain access to sensitive areas, minimizing the risk of unauthorized entry.

¢ Al-Powered Monitoring and Workflow Optimization: The system's dashboard allows real-time monitoring
of worker locations and tasks. Al and GenAl can be applied to analyze the data, detecting unauthorized
access attempts, optimizing worker movements, and providing workflow suggestions.

Potential Benefits

Benefit Description

Enhanced Security Biometric bracelets, multi-factor authentication, and face recognition prevent
unauthorized personnel from entering restricted areas.

Real-Time Monitoring A centralized dashboard tracks worker movements and tasks, ensuring
accountability and improving productivity.

Al-Powered Insights Al analyzes worker behavior, suggests optimized workflows, and detects
unauthorized movements in real-time.

Hands-Free, The bracelet automates gate access and reduces operational delays, improving
Frictionless Access overall efficiency.

Data-Driven Decision- Continuous data collection enables management to review performance, adjust
Making workflows, and allocate resources more effectively.

Considerations & Challenges

Consideration/Challenge Description

Privacy Concerns Continuous tracking may raise concerns among workers about privacy, requiring
clear policies and worker consent.

Data Security Handling biometric data requires strong encryption and security measures to
comply with privacy regulations like GDPR.

Cost of Implementation  The development, integration, and maintenance of the system could be costly,
especially in large airport settings.

System Reliability The system must be highly reliable to avoid operational disruptions, requiring
redundant backups and maintenance.

Worker Resistance Workers may resist wearing tracking devices unless it is mandated for safety and
efficiency in critical areas.




Potential Companies for Implementation

Company Product/Technology Notable Features
Nymi Nymi Band Biometric bracelet with fingerprint and continuous
authentication, used in high-security environments Nymi

FaceKey Biometric Access Control Provides biometric access control for restricted areas and time
System tracking for industries requiring high security FaceKey

Alcatraz Al Rock Facial Recognition Al-powered facial recognition and tailgate detection integrated
System with existing access systems Alcatraz Al

Johnson Security Solutions Provides biometric access control systems with multi-factor

Controls authentication and monitoring capabilitieslohnson Controls

Additional Layers of Security and Functionality

BLE for Location Tracking: BLE beacons track worker locations throughout the airport in real-time,
allowing management to monitor their movements. Workers' proximity to different areas is logged, and
alerts are triggered if they enter unauthorized zones.

NFC for Checkpoint Authentication: Workers must tap their bracelets on NFC readers at key checkpoints
to authenticate their access, ensuring secure entry into sensitive zones. Since NFC works only at very short
distances, it ensures close-range verification and reduces the chance of unauthorized access.

Geofencing and Location-Based Alerts: Geofencing technology restricts workers from entering
unauthorized zones, and the system automatically sends alerts if someone attempts to access restricted
areas.

Al-Driven Workflow Optimization: Al can analyze worker movements, suggest optimized workflows, and
detect inefficiencies, leading to better resource allocation and improved productivity. It can also help
predict and prevent security breaches by analyzing behavioral patterns and movement data.

Tailgating Detection: Face recognition cameras installed at gate entry and exit points can prevent
tailgating, ensuring that only authorized personnel pass through the gates. This additional layer of security
further reduces the risk of unauthorized access.
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https://www.johnsoncontrols.com/security/access-control/biometrics-access-control

Introduction to the Al Center of Excellence

The Al Center of Excellence (CoE) for managing airport worker monitoring systems, like biometric bracelets, is
designed with a core architecture centered around two primary components: the Al Knowledge Base and the
Digital Brain. This CoE will facilitate the secure and efficient management of data while leveraging Al for real-time
monitoring, workflow optimization, and security enforcement.

1. Al Knowledge Base: The foundation of the Al CoE, this component aggregates structured data from airport
systems, including maintenance logs, workflow processes, and real-time activity monitoring. The
Knowledge Base acts as the repository and data backbone, storing information that enables GenAl
applications to understand and respond to the unique needs of airport operations.

2. Digital Brain: The Digital Brain is the generative Al layer, trained with data from the Knowledge Base. This
layer is designed to interact with real-time data and retrieve information dynamically, adapting to live
updates and making informed decisions based on worker behavior, access events, and other operational
patterns.

The architecture is built to support continuous learning, data retrieval, and secure access control, focusing on
both monitoring and optimizing worker activities across the airport. This introduction provides a quick overview of
the essential components, setting the stage for detailed development of the Al CoE without diving into further
architectural aspects like Al Graphs, which serve as supporting features.

Step 1: Building the Al Knowledge Base

The first step to build the Ai knowledge base. By establishing a central Al Knowledge Base that combines
structured data from the systems with process workflows and historical patterns, the Al Center of Excellence can
ensure that GenAl remains responsive, compliant, and effective.

For the knowledge base, here’s the foundational data needed , the data storage divided into main three types of
data storage:

1. Source Training Data Storage.
2. Model’s Learned Weights Storage.

3. Layer-Specific Weights Storage.

1. Source Training Data Storage:

Aspect Description Notes
Primary Systems Structured systems include examples like OASES Data from these platforms
(maintenance control and inventory management), Veovo includes workflows, task
Flow Analytics (tracking occupancy and density in high- assignments, and maintenance
traffic areas like restrooms and terminals), and Aerowash routines.
Robots (automated aircraft cleaning). Note: Quick search done; no

hands-on experience with
these systems.

Workflow and Task System-specific workflows for maintenance, cleaning, and  Documentation will provide
Documentation passenger flow tracking should be documented. GenAl insight into the
This includes maintenance records, cleaning schedules, and  processes within each domain.
operational logs.




Historical Operational
Data

Includes routine tasks, peak traffic periods, and historical Essential for understanding
movement patterns to establish a baseline for normal regular operational
operations. benchmarks and fluctuations.

2. Model’s Learned Weights Storage:

o This component stores weights the model has learned, based on real-world patterns in airport
operations. It incorporates procedural knowledge, such as maintenance checklists, cleaning protocols,
and security workflows, ensuring that the Al understands typical operational nuances.

o This storage helps the Al CoE refine insights about common workflows and allows the model to adapt
over time as processes evolve.

3. Layer-Specific Weights Storage:

o Layer-specific data within the model captures detailed insights from the structured training data and
adjusts based on workflow complexity. For example, cleaning and maintenance have distinct layers for
handling different aspects, such as predictive maintenance in high-priority areas like aircraft bays.

o These weights ensure GenAl's adaptability, especially when handling multi-step processes that require
contextual understanding of tasks, resource allocation, and safety protocols.

RAG and Data Access and Integration

To develop an effective Al Knowledge Base, we need to set up seamless access to real-time data from airport
systems, which will serve as the foundation for Retrieval-Augmented Generation (RAG).

This setup will allow for a sophisticated “digital brain” (the LLM) for the airport that can support real-time decisions,
enhance worker management, and improve operational workflows across the board. Once the knowledge base is
established, we can proceed to desigh and refine the LLM’s specific capabilities to support this intricate, high-

security environment.

RAG allows the Al to retrieve live data without retraining, enabling prompt responses to dynamic needs.

Data Source

Maintenance and
MRO Systems

Description

Platforms like OASES provide real-time
tracking of maintenance tasks, parts
usage, and work orders.

Purpose in Al Knowledge Base

Enables GenAl to predict maintenance needs,
optimize resource allocation, and enhance
operational efficiency and safety.

Passenger Flow
and Occupancy

Systems such as Veovo Flow Analytics
offer insights into passenger movement,

Assists GenAl in dynamically allocating
cleaning tasks based on live occupancy data

Analytics restroom occupancy, and high-traffic and in predicting crowding in high-traffic
areas. zones.
Chatbot feedback Includes Chatbot like CoPilot to collect Collect live feedback from both workers and

feedback from the workers and
passengers

passengers




This setup will allow for a sophisticated “digital brain” (the LLM) for the airport that can support real-time decisions,
enhance worker management, and improve operational workflows across the board. Once the knowledge base is
established, we can proceed to design and refine the LLM’s specific capabilities to support this intricate, high-
security environment.

Step 2: Building the digital brain

For implementing the Digital Brain (LLM component) within an airport’s Al Center of Excellence, the choice of LLM
structure is pivotal. Here’s an overview of the options, focusing on what will work best in terms of practicality,
effectiveness, and time.

Options for Implementing the LLM
1. Using a Generic LLM with Fine-Tuning and RAG:

o Quickest and Most Practical Approach: Leveraging a pre-existing generic LLM (like OpenAl’s
models or other open-source alternatives) and then applying fine-tuning with Retrieval-
Augmented Generation (RAG) will provide a fast, effective solution.

o Customization through Fine-Tuning: This involves adjusting the model with domain-specific data
from the Al Knowledge Base—airport-specific procedures, maintenance logs, and security
protocols. Fine-tuning allows the generic model to understand the airport environment while
reducing the complexity of training a model from scratch.

o Real-Time Data via RAG: RAG enables the model to retrieve live, up-to-date information from
structured systems like maintenance platforms and cleaning schedules. This setup ensures that
the model has access to the latest data without needing constant retraining, which is ideal in a
dynamic environment like an airport.

o Scalability: A generic LLM with RAG can be scaled to additional airport functions or locations if
necessary, as it is not confined to a narrowly defined dataset.

This approach balances speed and accuracy, making it the best choice for quick deployment while still capturing
the essential aspects of airport operations.

2. Building a Domain-Specific LLM:

o Highly Specialized but More Complex: Creating a domain-specific LLM tailored specifically for
airport workflows and security would indeed offer a deeply specialized solution but would require
significant resources. This approach involves compiling and structuring large volumes of specific
training data and engineering a model that exclusively handles airport functions.

o Resource-Intensive: Developing a domain-specific model demands extensive datasets,
computational resources, and expertise in training LLMs from scratch, making it a more complex
and longer-term project.

o Enhanced Security and Customization: While it would provide enhanced control and
customization over the model’s responses, it’s a high-investment approach that may be more than
necessary unless the airport requires uniquely tailored features not achievable with fine-tuning on a
generic LLM.



Recommended Approach: Generic LLM + Fine-Tuning + RAG

Using a generic LLM with fine-tuning and RAG provides the quickest path to a functional, high-performing Digital
Brain that meets airport-specific needs without extensive development time or cost. This approach allows the
airport to integrate real-time operational data from its Al Knowledge Base and achieve specialized functionality
through fine-tuning, creating an agile system that adapts to the unique demands of airport security and operations.

If, in the future, the need for a more specialized model arises, the system can still evolve with incremental data
additions and fine-tuning rather than a complete overhaul, making this approach both practical and flexible.
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